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1. IACIIOPT ITPOr'PAMMBbI YUEBHO TPAKTUKHA
1IM.02 3ammrTa uHGopManuu B ABTOMATH3MPOBAHHBIX CHCTEMAaX
NPOrpaMMHBIMH U IPOrPAMMHO-ANINIAPATHBIMHU CPeACTBAMH

1.1. Heapb u niiaHupyeMble pe3yJibTAThI 0CBOEHUsI MPO¢ecCHOHATBLHOT0 MOIYJIs
PesynpraTom yueOHO# mpakTuku npodeccuonaabHoro moayist [IM.02 3amura uabopmaluu B
ABTOMATU3UPOBAHHBIX CHCTEMaxX MPOrPAMMHBIMH W TMPOTPAMMHO-ANMAPATHBIMU CPEICTBAMU
ABIIIETCS OBJaJeHWE OOyYarolIMMHCA BHUAOM JIEATEIbHOCTH [0 HANpaBlIeHUIO: 3aluTa
uH(pOpPMAIIMK B aBTOMATHU3UPOBAHHBIX CHCTEMax MPOTPAMMHBIMU M MPOTPAMMHO-AMITAPaTHBIMU
cpenctBamu, B ToM uncie npodeccruonansubiMu (I1K) n o6mumu (OK) komneTeHIusIMu:

1.1.1. Ilepeyenb 00MX KOMIETEHIH I

Kon HaumenoBanue oOnmx KOMIETEHIIUN

OK.01 Br16upaTh criocoObl penienus 3a1a4 npoeccuoHaIbHON 1eATeIbHOCTH,
MIPUMEHUTEIBHO K Pa3JIMYHBIM KOHTEKCTaM.

OK.02 Hcnonb30BaTh COBPEMEHHBIE CPEICTBA ITOMCKA, aHATIM3a U UHTEPIIPETAlUU

uHpOpMaNnU, 1 THPOPMALMOHHBIE TEXHOJIOTHH ISl BBITTOJIHEHHS 331249
npodecCHOHATILHOM 1€ TEIbHOCTH.

[TnanupoBaTh U peaqn30BbIBaTh COOCTBEHHOE NPOPECCHOHATBHOE U JINYHOCTHOE
pa3BUTHE, IPEANPHUHUMATENBCKYIO JeSITEIbHOCTD B PO ECCUOHATILHOMI cdepe,
MCII0JIb30BaTh 3HAHUS 110 IPaBOBOM U (PMHAHCOBOM I'PaMOTHOCTH B Pa3IMUHBIX
JKU3HEHHBIX CUTYalUsX.

OK.03

OK.04 O} PexTuBHO B3aUMOIEHCTBOBATh U pabOTaTh B KOJUIEKTHBE U KOMaHJIE.

OcCymecTBIATh YCTHYIO U TUCbMEHHYI0 KOMMYHUKAIMIO Ha TOCYAaPCTBEHHOM S3bIKE
OK.05 Poccuiickoit @enepanuu ¢ yaéToM 0COOEHHOCTENW COIMAIIBHOTO U KYJIbTYPHOTO
KOHTEKCTa.

[TposBNATE TpaskJaHCKO-TIATPUOTHUYECKYIO MO3UIHIO, JEMOHCTPUPOBATH OCO3HAHHOE
MIOBEJICHHE Ha OCHOBE TPAIUIIMOHHBIX POCCHICKHX JTyXOBHO-HPABCTBEHHBIX

OK.06 LIEHHOCTEH, B TOM YHCJIE C YUETOM rapMOHU3ALNN MEKXHAIIMOHAIBHBIX U
MEXPETUTHO3HBIX OTHOIIECHUH, IPUMEHSTH CTAaHIAPThl AaHTHKOPPYIIIHOHHOTO
HOBEJICHMUS.

CopeiicTBOBaTh COXpPaHEHUIO OKPYXKAIOIIEH cpeibl, pecypcocOepeKeHUI0, IPUMEHSTh
OK.07 3HaHUS 00 U3MEHEHHUH KIIMMaTa, IPUHIUIBI OepEeXIMBOr0 MPOU3BOJACTBA, Y3PPEKTUBHO
JICCTBOBATh B YPE3BbIYANHBIX CUTYaAIHSIX.

Hcnonk3oBath cpeacTBa GU3NUECKON KYIbTYPHI AJII COXPAHEHHSI U YKPETIIICHUS
OK.08 3JI0POBBS B TIporiecce MpohecCHOHATBHON IEATETLHOCTH H MO CPKaHUS
HEO0OXOUMOT0 YPOBHS (YU3HUECKOHN MOATOTOBIEHHOCTH.

[Tonb30BaThes MpodeccnoHaNbHOM TOKyMEHTaliel Ha TOCyAapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

OK.09

1.1.2. Ilepeyenb npogeccuoOHAIbHBIX KOMIETEHIIMT

B/l 3ammra HHGOPMALIMU B aBTOMATU3UPOBAHHBIX CUCTEMaX MPOrPaMMHBIMU U
MIPOrpaMMHO-aNIMapaTHBIMU CPEICTBAMU

K 2.1 | OCYIIECTBIATh YCTAHOBKY W HACTPOHKY OTACTBHBIX MPOrPaMMHBIX,
IPOrpaMMHO- allapaTHBIX CPEACTB 3AIUUTHI HHPOPMALIUH.

K 2.2, | ©OOecreunBarh 3amuTy HHGOPMALHH B aBTOMATH3UPOBAHHBIX CHCTEMAX
OTJIENbHBIMU POTPAMMHBIMHU, IPOTPAMMHO-aMNNapaTHBIMU CPEICTBAMHU.

K 2.3 Ocy1iecTBIATh TeCTUPOBAaHHE (QYHKIMNA OTJEIBHBIX TPOTPAMMHBIX U IPOTPAMMHO-
anmapaTHbIX CPEJICTB 3aUTHl HH)OpMAIIH.




K 2.4, | OcyuecTBath 00paboTKy, XpaHEHHE U Iepeaady HHPOPMALUU OTPAHUIEHHOTO
JOCTYyTIa.

K 2.5, | YHHYTOXATh MHGOPMALIUIO M HOCUTENIN HH(OPMAIIHH C UCTIOJIB30BAHUEM
[IPOrpaMMHBIX U IIPOrPaMMHO-ANIAPATHBIX CPEACTB.

OCyIIeCTBIATh PETUCTPAIIMIO OCHOBHBIX COOBITUI B aBTOMAaTU3UPOBAHHBIX

TIK 2.6. (MH(pOPMAIIMOHHBIX) CHCTEMaX, B TOM YHCJIE C UCIIOJIb30BAaHUEM ITPOTPAMMHBIX U
MIPOrpPaMMHO-AMIAPATHBIX CPEJICTB OOHAPYKEHHUSI, IPEIYIPEKICHUS 1 TUKBUIAIIUU
MOCJIE/ICTBUI KOMIIBIOTEPHBIX aTakK.

1.1.3. B pe3yiabTaTe 0cBOeHHs MPO(ecCHOHAIBLHOT0 MOTYJISl 00YYAKIIHIACS T0JKEH:

—  YCTAQHOBKH, HACTPOWKM MPOTrPAaMMHBIX CPE/ICTB 3aIUThl HHPOPMALIUU B
ABTOMAaTU3UPOBAHHON CUCTEME;

— obecrnieueHus 3alUTHl aBTOHOMHBIX aBTOMAaTU3UPOBAaHHBIX CUCTEM
IIPOrpaMMHBIMH U IIPOTPAMMHO-AINIIAPATHBIMU CPEICTBAMU;

— TecTUpoBaHUsS PYHKUUH, TMarHOCTUKA, YCTPAHEHUSI OTKA30B U
BOCCTAHOBJICHUs PabOTOCIIOCOOHOCTH TPOrPaAaMMHBIX M IIPOrPaMMHO-
annapaTHbIX CPE/ICTB 3aIIUThl HHPOPMALIUY;

B — peuenust 3aaay4 3amuthl oT HC/I x nHpOpManuu orpaHu4eHHOro
JaJeTh

AOCTYIIa € MOMOIIBIO IPOTPAMMHBIX U IMTPOTrpaMMHO-alIapaTHBIX CPCACTB
HaBbIKaMH

3amuThl HHQOpMaLuH;

— [PUMEHEHHs IEKTPOHHOU MOIIHUCH, CHMMETPUYHBIX M aCHMMETPHYHBIX
KpUNTOTpa@UUeCKUX aIFOPUTMOB, U CPEACTB MHU(POBAHUS TaHHBIX;

— yuéra, o0pabOTKH, XpaHEHUsI U Ilepelau HHpOpMaLuU, AJi KOTOPOH
YCTaHOBJICH PEXXUM KOH(DHUICHIINATBHOCTH;

— paboTHI ¢ MOJCHCTEMaMH PETUCTPAIIMH COOBITHIA;

—  BBISBJIEHUS COOBITHI M MHLUEHTOB O€30MacCHOCTH B
ABTOMAaTU3MPOBAHHOM CUCTEME.

— yCTaHaBJIMBATh, HACTPAUBATh, IPUMEHSATH TPOrPAMMHBIE U TIPOTPAMMHO-
anmaparHble CpeJCTBA 3alUThl HH(OPMAIIUH;

— JIMarHOCTHPOBATh, YCTPAHATH OTKa3bl, 00ECTICYNBATD
paboToCroCOOHOCTh U TECTUPOBATh (PYHKIIMU MTPOrPAMMHO-AINIAPaTHBIX
CPE/ACTB 3alUThl HH(OPMAIINH;

— TIPOBEPSATH BHIMOJIHEHHE TPEOOBAaHUH 10 3aIuTe HHPOPMAIIHU OT
HECAaHKIIMOHUPOBAHHOTO JOCTYIA MPH aTTeCTAI[H 00BEKTOB WHPOPMATH3AITUU
VMeTs 1o TpeboBaHUAM 0€30MacHOCTH UH(OpMAaIIHH;

— HCHOJB30BATh THIIOBBIC TIPOTPAMMHBIE KPUIITOTpaUIeCcKre CPeICTBa, B
TOM YHCJI€ JIEKTPOHHYIO TIOJIIHCH;

— yCTaHaBJIMBATh M HACTpaMBaTh CPEJCTBA AaHTUBUPYCHOMN 3aIIUTHI B
COOTBETCTBHUH C PEABSBISIEMBIMI TPEOOBAHUSIMHU;

—  OCYIIECTBJISITh MOHUTOPUHT U PETUCTPALIMIO CBEICHUI, HEOOX OTUMBIX
JUISL 3aIIMTHI 00bEKTOB MH(GOPMATU3AILIMU, B TOM YHCIIE C UCIIOJIb30BAaHUEM
MPOrpPaMMHBIX U MPOTPaMMHO-aNNapaTHBIX CPEJICTB OOHAPYKEHHUS,
MpeAYNPEeRACHUS U JIMKBUALMN MTOCIEICTBUIN KOMIIBIOTEPHBIX aTak.

— 0COOEHHOCTH M CIIOCOOBI MPUMEHEHHUSI POTPAMMHBIX H

3HaTh
MPOTrpaMMHO-aNMNapaTHBIX CPEJICTB 3alIUTHI HH()OpPMAIUHU, B TOM YUCTIE, B




OTIEpAIIMOHHBIX CUCTEMAaX, KOMIBIOTEPHBIX CETAX, 0a3ax JaHHBIX;

— TUIIOBBIE MOJENH YIIPaBIEHUS JOCTYIIOM, CPEICTB, METO/IOB U
MIPOTOKOJIOB UICHTU(UKALIUY U ayTeHTH(PUKALUY;

— THUIOBBIE CPEJCTBA U METO/IbI BEJICHHUS ayUTa, CPEACTB U CIIOCOOO0B
3aIUThl MH(GOPMALIUU B JIOKAJIbHBIX BRIYUCIUTEIbHBIX CETAX, CPEACTB 3aIUTHI
OT HECAHKLIMOHUPOBAHHOTO JIOCTYTIA;

— OCHOBHBIE TIOHSTHS KPUITOTPapHH U TUIIOBBIX KPUITOTPaPHUECKUX
METOJIOB M CPEJICTB 3alllUThl HH(OpMALIUU

1.3. KosimuecTBO Heleb (4ACOB) HA OCBOEHME MPOrpaMMbl YUeOHOI NMPaAKTHKH
Bceero: 2 HEZEIH, 12 Jaca.




2. CTPYKTYPA U COAEP KAHUE ITPOTPAMMbI YYEBHON IMTPAKTUKH

2.1. TemaTH4ecKu miaaH

O0bem BpeMeHH,

Koabt .
(bOpMHDYeMbIX HanmenoBanue Tem HQO¢BCCHOH3HLHOFO OTBE/JCHHBbIN HA
N MOAYJsl y4eOHOH MPAKTUKHU NMPAKTUKY
KOMIIeTeHIUil
(uacax)
WNHcTpyKTax Mo oXpaHe Tpy/la U TEXHUKE
0e30macHOCTH. 3HAKOMCTBO C 33JlaHUeM Y4eOHOU 2 yaca
MIPAKTUKHU.
Pa3nen 1. YcranoBka, KOHGUTYpUPOBAaHUE U YCTPAHCHUE
HEUCHPABHOCTEH B CHUCTEME KOPIIOPATUBHOM 3aIIUTHI OT BHYTPEHHHUX
yrpo3.
Tema 1.1. [ToaroroBka BUPTYaIbHBIX MALTUH JIJIS 4 waca
paboTHI.
Tema 1.2. HacTpoiika KOHTpoJuIepa JOMEHa.
Hacrpoiika DLP cepBepa. YcranoBka u 8 yacoB
HACTPOIKa CEpBEpa areHTCKOr0 MOHUTOPHHTA.
Tema 1.3. YcraHoBKa areHTa MOHUTOPUHIA Ha
MAaIlIMHE HAPYIIUTENsS. Y CTaHOBKA U HACTPOMKa R YACOB
MOJCUCTEMbI CKAHUPOBAHUS CETEBBIX PECYPCOB
OK 01- Ok 09 | (Crawler).
K 2.1- TIK 2.6 Tema 1.4. YcraHoBKa, KOHPUTYPHUPOBAHUE U
yCTpaHEHHE HEUCIIPAaBHOCTEH B CHCTEME 6 yacoB

KOPIOPATHBHOMW 3aIIUTHI OT BHYTPEHHUX YIPO3.

Paszgen 2. TexHOIOT NN 3allIMTHI y3JI1da U areHTCKUU MOHUTOPHUHT.

Tema 2.1. Hactpoiika NOIUTHK A7 CTPYKTYPHBIX
MOAPAa3ACIICHHMN.

6 yacoB

Tema 2.2. Hactpoiika rpynmnoBoi MOJIUTUKH
JIOMEHa.

8 yacos

Pa3nen 3. PazpaboTka moauTuk 6€30MacHOCTH B CUCTEME
KOPIOPATUBHOM 3aIUTHl HH(OPMAITUU OT BHYTPEHHUX YTIPO3.

Tema 3.1. PazpaboTka momTuTHK O€30MaCHOCTH B

CUCTEME KOPIOPaTUBHON 3alIUThl HHPOPMALIUU 20 gacoB
OT BHYTPEHHHUX yIpo3
Tema 3.2. OTyeTHas JOKYMEHTAIUs 32 y4eOHYIO 2 yaca
PAKTUKY

HUTOTI'O: 72 yaca




2.2. Cogepxanne NPaAKTHKHU

Conep:kaHue 0CBOEHHOI0

HaumeHoBaHnue yueOHbBIX 1M CIUIIINH,

KoanuectB

Buabi 4ye0HOI0 MaTepuajia MEKIHCHUIINHAPHBIX KYPCOB, € YKa3aHHEM
A Buasl paéot y p ’ AYIHER p YpeoB, ¢y 0 4acoB
AeSITeJIbHOCTH He00X0AUMOro 1JIs TeM, 00eceYrBaOIINX BbINIOJIHEHHE BUA0B (Hexen)
BBINIOJIHEHHS BUAOB padoT padoTr
3amura I/I3yquHe I/IHCprKLll/If/'I 10 OXpaHe I/IHCprKLII/II/I I10 OXpaHe I/IHCprKTa}K I10 OXpaHe TpyJa U TEXHUKE
nH(popManuu B TPyJa U TeXHUKE OE30MaCHOCTH Tpyla 1 TCXHUKE 0e30MmacHOCTH. 3HAKOMCTBO C 33JaHHEM 2 yaca
ABTOMATU3UPOBaH GesomacHocTH. y4eOHOM IPaKTUKH
HBIX CUCTEMAaX N3ydenue npuHLUIIOB IIPOTPaMMHO- Oco6ennoctu uadopmanun | 1IM.02 3ammra napopmanyu B
IIPOrpaMMHBIMH 1 | ANNAPATHOM 3aIUThl HHGOPMALH OT KaK HpeIMeTa 3alllUThL. ABTOMAaTU3HPOBAHHBIX CHCTEMAaX
IIPOrPaMMHO- HECaHKI[MOHMPOBAHHOIO JJOCTYyIa BB, HCTOYHUKH I IPOrpaMMHBIMU U ITPOrPaMMHO-aIIapaTHBIMU
anmnapaTHbIMU HOCHUTEIH 3alIUIIAeMON CPCACTBAMIL.
MAK.02.01. [IporpaMmmHbIe U TPOTPAMMHO-
CpeIaCcTBaMu uHpopmanu. OCHOBHBIE U
anmnapaTHbIe CPEJICTBA 3AIIUTH HHPOPMAIIHH.
BCHOMOTATC/IBHBIC Paszgen 1. YcTaHoBKa, KOHQUIYpUpOBaHUE U 4 yaca
TEXHUICCKUC CPEICTBA H yCTpaHEHHE HEUCIIPABHOCTEHN B CCTEME
cuctembl. OCHOBHbIC KOPIIOPAaTUBHOM 3aILUTHI OT BHYTPEHHUX YIPO3.
PYKOBOZSIINE, Tema 1.1. [lonroroBka BUpPTyanbHbBIX MalllUH
HOPMaTUBHBIE U JU1sl pabOoTBHI.
METOJINYECKUE TOKYMEHTHI
110 3a1IuTe UHPOPMALIUH.
Wzyuenue ¢pyHKIIMOHANA 1 o0JacTen ITonsiTHE M OCOOEHHOCTH IIM.02 3amuTa uHGopmalvu B
npumerenust DLP cucrem Ha pumepe | yreuku nHpopMaIm. ABTOMAaTU3UPOBAHHBIX CHCTEMAX
InfoWatchTrafficMonitor wiu apyrux V3ydenne COBPeMEHHBIX MIPOrPaMMHBIMH U TIPOTPaMMHO-AIIapaTHEIMA
aHanoros MPOrpaMMHO-aNMNapaTHbIX cpeacTsaMu
MJIK.02.01. ITporpammHBI€ ¥ IPOTPAMMHO-
KOMILJIEKCOB.
anmapaTHbIE CPEJICTBA 3AIUTH HHPOPMAIIHH. 8 4aCOB

Pa3nea 1. YcranoBka, KOHQUTYpUpOBaHHE U
yCcTpaHEHHE HEHCIIPaBHOCTEHN B CHCTEME
KOPIOpPaTUBHOM 3aIIUTHI OT BHYTPEHHUX YTPO3.
Tema 1.2. Hactpoiika KOHTpoJIIepa JOMEHA.
Hactpoiika DLP cepBepa. YcranoBka u
HAcTpolKa cepBepa areHTCKOro MOHUTOPHUHTA.



https://www.infowatch.ru/products/traffic_monitor_enterprise

Conep:kaHue 0CBOEHHOI0

HaumeHoBanue yueOHbBIX IMCIUIIINH,

B 6 Kosmnuectn
UAbI Buabi pador y4eOHOro MaTepuaJia, MEKTUCIHUTLTHHAPHBIX KYPCOB, ¢ YKa3aHHEM 0 YACOB
AesiTeJIbHOCTH Heo0X0AUMOro AJs TeM, o0ecneYHBAKIIUX BbINOJIHEHHE BH/I0B
BBINOJTHEHN S BUI0OB padoT padoTr (Henean)
YcraHoBKa areHTa MOHUTOPUHIA HA Knaccuduxanus IIM.02 3amuTa uHGOpPMAIIIH B
MallliHe HapyIIUTeNs. Y CTaHOBKA U TEXHHYCCKUX CPEICTB aBTOMATH3UPOBAHHBIX CHCTEMAax
HACTPOHKA MOJICUCTEMBI CKAHUPOBAHHS | paspenyy. CpecTsa IPOrpaMMHBIMU U ITPOTPaMMHO-aIaPaTHBIMU
ceTeBbIX pecypcoB (Crawler). HECAHKIHOHUPOBAHHOTO CpelncTBamH.
MJK.02.01. [IporpammHbI€ U IPOTPaMMHO-
JocTyna K “HQOpMaIHH.
anrmaparHble CpeCTBa 3aIIUTH HHPOPMALIUH.
CpezcTsa IMCTaHIUMORHOTO | pasney 1. Veranoska, KOH(pUIypPUPOBaHHE U
chbeMa MHPpOpMaIuH. yCcTpaHEHHE HEUCIIPaBHOCTEH B CHCTEME 8 4acoRr
KOPIIOPATUBHOM 3aIIUTHI OT BHYTPEHHUX yIPO3.
Tema 1.3. YcraHoBKa areHTa MOHUTOPHUHTA Ha
MalllMHE HApyIIUTEN . Y CTaHOBKA U HACTPOUKaA
MOJICUCTEMbI CKAHUPOBAHHUS CETEBBIX PECYPCOB
(Crawler).
MOHUTOPHUHICUCTEM 3aLIUTHI Wcrounuku napopmanumn IIM.02 3amuTa uHGOpMaLK B
JUISI MOHUTOPUHTA: CETEBbIE | aBTOMAaTU3MPOBAHHBIX CHCTEMAX
MOHHTOPBI, CTATUCTUYECKHUE | MPOTPaAaMMHBIMU U IPOTPaAaMMHO-aNapaTHEIMU
XapaKTEPUCTHKH Tpaduka CpeAcCTBaMH.
yepe3 MO, mpoBepka MJK.03.01. 3ammra nadopmanuu B UTKC ¢
pecypcoB 0011ero UCIIOJIb30BAaHUEM TEXHUYECKUX CPENICTB
noJsp30BaHus. CUCTEMBI 3aIIUTBHI. 6 gacos

yIpaBiIeHUsS] COOBITUIMU
nH(}OpMaLMOHHON
oezonacuoctu (SIEM).
0630p SIEM-cuctem Ha
MHPOBOM U POCCUHCKOM
PBIHKE.

Pa3nea 1. YcranoBka, KOHQUTYypUpOBaHHE U
yCTpaHEHUE HEUCTIPAaBHOCTEH B CUCTEME
KOPIIOPAaTHUBHOM 3aIUTHI OT BHYTPEHHHUX yIpo3.
Tema 1.4. YcraHoBKa, KOHQUTYPHUPOBAHUE U
yCTpaHEHHUE HEUCTIPABHOCTEH B CUCTEME
KOPITIOPAaTHBHOH 3aIIUTHI OT BHYTPEHHHUX YTIPO3.




Conep:kaHue 0CBOEHHOI0

HaumeHoBanue yueOHbBIX IMCIUIIINH,

KoanuectB

Buabi yeOHOro MaTepuaJa MEKIHCHUIINHAPHBIX KYPCOB, ¢ YKa3aHHEM
A Buasl paéot y p ’ AYIHER p YpeoB, ¢y 0 4acoB
AeATeTbHOCTH He00X0IMMOro 1JIst TeM, 00ecreYuBaIOIIUX BbINOJTHEHHE BUI0B (Hexe:n)

BBINIOJIHEHNS BUAOB padoT padoTr

3ammra Hacrpolika MoJMTUK I CTPYKTYPHBIX | YCTaHOBKA M HACTPOWKa IIM.02 3amura undopmanuu B

MH(pOpPMaLHU B nopa3ieICHU KOMIUJIEKCHOT'O CpE/ICTBA Ha aBTOMATH3NPOBAHHBIX CHCTCMAX

ABTOMATH3MPOBAH 0 SecretNetStudi IPOTrpaMMHBIMU U IPOrPaMMHO-aNNapaTHbIMU

pumepe SecretNetStudio c
perncTBaMH.

HBIX CUCTEMAaxX
(yueOHast TULIEH3US) UITH M/K.02.02. Kpunrorpadpudecknue cpeicTaa

IIPOrpaMMHBIMU U

IDOIDAMMEO- JIPYTHX aHATIOroB YCcTaHOBKa | 3ALIUTE MHQOPMAIHH

porp " HacTooiiKa mhorpanmin | PA3AeT 2. TeXHONOTUH 3aLIUTHI y3/1a U

allrmapaTHeIMH p porp AreHTCKUH MOHUTOPHUHT.

CpeacTBaMu CPEACTB OLCHKH Tema 2.1. Hactpoiika NOAUTHK 1715 6 4aCOB
3alMIIEHHOCTH U ayuTa CTPYKTYPHBIX HOJIpa3aeIeHUI.
MH(POPMAIIMOHHOM
0€30MaCHOCTH, U3YUYECHUE
¢GbyHKIMN ¥ HacTpoiika
PEeKUMOB pabOTHI HA
npumepe MaxPatrol 8 wim
JIPYTHUX aHAJIOTOB

TexHomoruu 3aIUThl y3j1a ¥ areHTCKMK | Y cTaHOBKA MPOrPaMMHBIX IIM.02 3amura uadopmaiuu B
MOHMTOPHHT. arentos. [lepeada qanHpix | ABTOMATH3HPOBAHHBIX CHCTEMAX
B LEHTPAIBHYIO CHCTEMY IPOrpaMMHBIMH U ITPOrPaMMHO-aIIapaTHBIMU
ynpasienus. [IpoaktuBHoe CPCACTBAMIL.
MJK.02.02. Kpuntorpadguueckue cpeacTpa

oOHapy>KeHHe PoOIIeM. 8 qacoB

Centreon. Kaspersky
Endpoint Security Cloud.

3alIUTHI HH(OPMAIIHH.

Pa3nes 2. TexHOJIOTUM 3aILUTHI y371a U
AareHTCKUA MOHUTOPHHT.

Tema 2.2. HacTpolika rpynmnoBoi NOJIUTHKA
JIOMEHa.




Conep:kaHue 0CBOEHHOI0

HaumeHoBanue yueOHbBIX IMCIUIIINH,

B 5 Kosmnuectn
UAbI Buabi pador yueOHOro MmaTepuaJja, MEKIMCHUIIIMHAPHBIX KYPCOB, € YKa3aHHEM 0 ACOB
AesiTeJIbHOCTH Heo0X0AUMOro AJs TeM, o0ecneYHBAKIIUX BbINOJIHEHHE BH/I0B
BbINIOJIHEHHSI BUJIOB Pa0oT padot (Henean)
3amura Pa3paboTka nosmTHk 0€30MacHOCTU B Cucrema cbopa, o6padorku, | IIM.02 3amuTa nadopmannu B
UHpOpPMALUHU B CUCTEME KOPIOPaTUBHON 3alUTHI OTOOpaXKeHUS U ABTOMATU3UPOBAHHBIX CHCTEMaX
aBTOMATH3UpoBaH | MHPOPMALUK OT BHYTPEHHHX Yrpo3 JIOKYMEHTUPOBAHUS IPOrpaMMHBIMH M IPOrPaMMHO-aIIapaTHBIMU
HBIX CHCTEMAX uHQOPMAIHH. CpeACTBAM.
A — Knaccudukanus cucTeMsl Pa3nean 3. Pazpabotka TOJIATHK 0€e30I1aCHOCTHA 20 wacos
MPOrPAMMHO- C60pa u 06pa6OTKI/I B CUCTEMC KOPIIOPAaTUBHOM 3aIIUTHI
uH(OpMALIHH. uH(GOpMaIMU OT BHYTPEHHUX YIPO3.
anmnapaTHbIMA CxeMa (YHKLHOHHPOBAHHSI Tema 3.1. Pa3zpabotka TOJIMTHK 0e30MacHOCTH
cpelncTBamMu CHCTEMBI c6opa 1 0OpaGoTky | B CHETEME KOPIOPaTHBHOI 3allUTEI
S — uH(GOPMAITUU OT BHYTPEHHUX YIPO3.
Pa3paboTka OCHOBHOU JOKyMEHTAIIMH Hanucanue noxkymenranuu | I1IM.02 3amura uandopmanuu B
10 3aIKTe HHYOPMALKH B 3a yueOHYIO MPAKTUKY. ABTOMATHU3MPOBAHHBIX CHCTEMaX
ABTOMAaTU3MPOBAHHBIX CUCTEMAX MpOrpaMMHBLIMHU U IIPOrpaMMHO-annapaTHbIMU
MIPOrpaMMHBIMHU U TIPOTPAMMHO- CpPEICTBAMH.
alrapaTHbIMKU CPCICTBAMH. Pa3nen 3. Pa3zpaborka monutuk 6e30MacHOCTH 2 4acoB
B CUCTEME KOPIOPATUBHOM 3aIIUThI
nH(pOpMaIUU OT BHYTPEHHUX yTPO3.
Tema 3.2. OTueTHas TOKyMEHTAIUA 3a
yueOHYIO MPAKTUKY.
BCEI'O: | 72 4aca
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3. YCJIOBHUSI OPIAHM3AIIMM M MPOBEJEHUS YUYEBHOU
IHPAKTHUKH

3.1. TpeGoBaHusi K JOKYMEHTALWH, HEOOXOAMMOW ISl TPOBeIEHUS
NPAKTHKH:

- pabouas rmporpamma yuyeOHOM MPaKTUKY;

- XKypHas Mpo(ecCuOHATBLHOTO MOAYJI U BUAOB IPAKTUKU;

— JTHEBHUK YUEOHOM MPAKTUKU;

— OTUY€T M0 Y4eOHOU MPaKTHUKE.

3.2. TpeOoBaHMA K Y4eOHO-METOAUYECKOMY 00eCIIeYeHHIO IPAKTUKH:

- KOMILJIEKT Y4eOHO-METOIUYECKON JOKYMEHTAIINH;

- yueOHbIE€ CTEH]Ibl TEXHUUECKUX CPEACTB (PU3MUECKON 3aIUThl 0OBEKTOB
uH(pOpMaTU3aLUY;

— KOMIUJICKT CIICHUAJIBHOI'O IMTPOIPpaMMHOIO oOecrieucHusI.

3.3. TpeOoBaHMs K MATEePHAIbHO-TEXHUYECKOMY 00eCIeYeHHUI0:

VYyeOHast mpakTUKa IPOBOJUTCS B JIA0OPATOPUM U PabOUYMX MECT J1abopaTopuu
MH(POPMAILIMOHHBIX TEXHOJIOTHM, MTPOrpaMMUPOBaHUs U 0a3 TaHHBIX:

— paboune MecTta Ha Oa3e BBIUMCIUTEIBHOW TEXHHUKH, MOAKIIOYEHHBIE K
JIOKaJAbHOM BBIYMCIUTEIBHOM CceTH U UH(GOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHON
cetu MHTEpHeET;

— IUCTPUOYTUB yCTaHABIMBAEMOM OMEPALlMOHHON CUCTEMBI;

— BHUpTyaJibHas MamiMHa s paboThl €  ONEPAalMOHHOW  CHUCTEMOMU
(runepBuU30p);

— CVYb/I;

— CASE-cpencTtBa 1715t IpOSKTHPOBAHUS 0a3bl JTaHHBIX;

— UHCTPYMEHTAaIbHAs Cpelia MPOrpaMMUPOBaHUS,

— MAKEeT NPUKIAJIHBIX TPOTPAMM.

O6opynoBanne nabopaTopuu U pabovYnX MECT JabOpaTOPUU CETEH U CHCTEM
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nepeaadn nHGOpMaIiu:

— paboune mecta Ha 0a3e BBIYHCIUTEIHLHON TEXHHUKH, MOIKIIOYCHHBIC K
JIOKAJIbHOM BBIYUCIUTEIBHOM CETH U MHGOPMAIIMOHHO-TEICKOMMYHUKAIIMOHHOM
cetu MHTEpHET;

— CTEH/IbI CeTe nepeaaun JaHHbIX;

— CTPYKTYpUpOBaHHas KaOeiabHasi CUCTEMA,;

— AMYJISATOP (AMYJATOPHI) AKTUBHOTO CETEBOI'O0 00OPYIOBAHMS;

— IPOrpaMMHOE 00ECIIEYEHUE CETEBOI0 00Oy 10BaHUSI.

O6opynoBanue 1abopaTopuul U paboOUUX MECT JJabOPaTOPUHN MPOrPAMMHBIX U
MPOTPaMMHO- aNMapaTHbIX CPEACTB 3alTUThl HH()OPMAIIUHN:

— paboure Mecta Ha 0a3e BBIYHCIUTEIBLHOM TEXHHUKHU, MOJIKIIOYEHHBIE K
JIOKQJIbHOW BBIYMCIUTEIBHON CETH U WH(POPMAIMOHHO-TEICKOMMYHUKAIIMOHHON
cetu MHTepHeT;

— aHTUBUPYCHBIN IPOTPaMMHBIA KOMILIEKC;

—  IporpaMMHO-ammapaTtHble  CpPeACTBAa  3alluThl  HMHPOpMaUu  OT

HCCAHKIMUMOHUPOBAHHOI'O JOCTYIIA, 6J'IOKI/Ip0BKI/I A0CTYyIla 1 HAPYIICHUA HCIOCTHOCTH.

3.4. MupopmanuoHHOe oOecniedeHNe peau3aly NporpaMmbi:

3.4.1. OCHOBHBIE [T€YaTHBIE UCTOYHUKH:

1. 3aiiueB A.Il., MemepsikoB P.B., lllenynanoB A.A. Texuuueckue cpeicTra u
METO/Ibl 3aIUTHI UHPOpMaLUU. 7-€ u3., uctp. 2014.

2. IlenpkoB T.C. OCHOBBI NOCTPOEHUS TEXHUYECKUX CUCTEM OXPaHBI
nepuMeTpoB. YduebHoe mo cobue. — M. 2015.

3. HoBukog B.K. Opraauzannonnoe u npaBoBoe o0ecrieueHue
uHpopmarmonHon 6e3onacHocTr: B 2-x yactsax. Yacts 1. [IpaBoBoe obecnieuenue
uHdopmarmonHoi 6ezonacHo ctu: yueb. [Tocobue. — M.: MUDT, 2013. — 184 c.

4. HoBukoB B.K. OpranuzannonHoe u mpaBoBoe o0ecrieueHue
uHdopmarmonHon 6e3onacHocTr: B 2-x yactsax. Yacts 2. OpranusanroHHOe
obecrieueHne nHGOPMAITMOHHON Oe30macHOCTH: yueb.mocodue. — M.: MUDT, 2013.
—172¢. 129

5. E.Bb. benos, B.H. IIpxeropiaunckuii Opranu3aiimOHHO-TIPaBOBOE
obecnieueHue uH (HopMaIMOHHON 0e30MacHOCTH: yuel.mocooue Aisl CTY/I.
yupexJIeHui cpea. nmpod. oobpazona Hus/. — M.: M3naTtenbckuii IEeHTp «AKaaeMusy,
2017. —-336¢

6. 10.10. KoBanenko. [IpaBoBo# pexuM JMIICH3UPOBAHUS U CePTUDUKALINK B
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cdepe nabopManMOHHON O6e30omacHocTh: YueOHoe mocodue / — M.: 'opsiaast muHus —
Tenexom, 2012.

7. DNEKTPOHHBIN KOHCIIEKT JeKIMM «HKEHEPHO-TEXHUYECKAs 3a1I1UTa
unpopmaruu». Cocra Butens: U.H. pau, npenogasarens ['BOY CIIO PO «PKCH»

8. DnexTpoHHBINA KOHCIIEKT Jiekiuil «Kpunrorpaduueckas 3amura
undopmaruuy. Cocrasu tenb: llluraesa C.B., npenogasarens 'bOY CITIO PO
«PKCI»

9. UBanoB M.A., UyryukoB W.B. Kpunrorpadpuueckue MeTOIBI 3alIUTHI

nH(popMaIu B KOMITh IOTEPHBIX CHCTEMax U CeTsAX. YueOHoe mocobue - Mockaa:
MU®U, 2012.- 400 c. PekomenmoBano YMO «SnepHple Gu3nka U TEXHOJIOTUN» B
KadecTBE y4eOHOro mocoOus i CTYJCHTOB BBICIIUX YY€OHBIX 32 BEACHUM.

3.4.3. JlonoIHUTEIbHBIC HCTOYHUKU:

1. NudopmanmonHo-cripaBoyHasi CHUCTEMa MO JOKYMEHTaM B 00JacTH
TEXHUYECKOM 3amuThl nHGopManuun www.fstec.ru

2. HNudopmanmonHslii moprai no 6e3onacHoctd www.SecurityLab.ru.

3. OO6pazoBarenbHble  TMOpPTaJdbl IO  Pa3JIMYHBIM  HANpPaBJICHUSAM

oOpasoBanus u Tematuke http://depobr.gov35.ru/

4, Poccuiickuii Onomerpuueckuii mopran www.biometrics.ru

5. Caiir xypHana Mudopmarmonnas 6e3omacHocTs http://www.itsec.ru

6. Caiit HayuHoli anekTpoHHOM 01OmuoTexkn www.elibrary.ru

7. CnpaBouHo-ipaBoBas cucrema «l'apanT» www.garant.ru

8. CnpaBo4HO-TIpaBOBast cucrema «KoHCybTaHT [Lroc»

www.consultant.ru

Q. denepanbHas CiIyxk0a MO TEXHUYECKOMY U DKCIOPTHOMY KOHTPOIIO
(®CTIK Poccun) www.fstec.ru

10. ®epepanbHbIi nopTa «MHpOopMalIMOHHO-KOMMYHUKAIIUOHHBIE
TEXHOJIOTUH B 00pa3oBaHum» Www.ict.edu.ru

11. ®enepanbHbiii mopran «Poccuiickoe oopasoBanne Www.edu.ru

3.5. TpeOoBaHusl K PYKOBOAUTEJSIM MPAKTHKH OT 00pPa30BaTeJbHOIO

yUpesKIeHUA:

TpeGoBanusa k  KBaJMPUKANMM  NEeJATOTHYECKHX  (MHIKEHEPHO-
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http://www.edu.ru/

neaarorn4eckKux) Ka/JIpoB, odecrneYnBaroOIINX o0yueHue 1no
MEXIMCUMILIHHAPHOMY KYpCY:

= HaJIN4ue BBICIIIETO npodeccruoHaIbHOTO oOpazoBaHus,
COOTBETCTBYIOMIETO MPOGUII0 MOAYIs «3ammura HWHPOPMAIUKA TEXHUICCKUMU
CpelICTBaMI» WJIM MEPBOM U BBICIICH KBATU(DUKAITMOHHONW KATErOPUH IIPErnojaBaTess
CHEIUATbHBIX JUCIHILINH.

TpedoBanus K KBaJIH(PUKAIUH neaaroru4ecKux Ka/poB,
OCYILIECTBJIAIONIUX PYKOBOICTBO MPAKTUKO

NH:keHepHO-IeIaroru4eckuii cocTaB:

. JTUTITIOMAPOBAHHBIC CTIIEITUATHCTBI — MIPETo1aBaTeNIn
MEXIUCIIUTUIMHAPHBIX KYpCOB, a Takke oO0menpodecCuOHANbHBIX  JIUCIMILINH:
«Texunyeckue cpenactsa mHbopMaTH3aum», «Teopuss HHPOPMAITMOHHBIX CHUCTEMY,
«OcHoBBl  MHOpMAIMOHHOW  Oe3omacHocTU», «Teopus  uHbDOpMalUu U

KOIHUPOBAHUI).
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4. KOHTPOJIb Y OIIEHKA PE3YJIBbTATOB YUEBHOM INPAKTUKH

l. JIlHEBHHK IO MpPAaKTUKE, B KOTOPOM YKa3aHbl: JIMCT HHCTPYKTAXEH,
XapaKkTepUCTUKa 0a3bl IPAKTUKU U pabOYero MecTa, MHANBUAYAIbHBIN IJ1aH PadoThl
CTYZCHTA B TEUCHHE KAXKIOW HEAeNU YI4eOHOM MPaKTUKH, JTUCT CaMOaHaIn3a.

2. Or4ér 0 mpakTUKe, B KOTOPOM YyKa3aHbl BUABl pabOT IO M3YyYCHHBIM
pazzaenaM NpoQEeCCHOHAIBHOIO MOJAYJS € YKa3aHHUEM CaMOOLEHKHM OCBOEHHBIX
npo(ecCHOHANBHBIX M OOIIMX KOMIIETEHIIMM W 3aKIIOUYEHUEM PYKOBOJUTEIS
y4eOHO! MPaKTUKHU O MATHOAIBHOM cucTeMe.

[lo uroram y4eOHOW MPAKTUKHA MPOBOIATCSA 3alUTa OTYETOB IO TMPAKTHKE,
IIPEAYCMOTPEHA 3a CUYET YacOB OTBEAEHHBIX HA MPAKTUKY. OTUETHI IO NMPAKTUKE U
JTHEBHUKU CAAIOTCSI PyKOBOJUTEIO YUeOHOM MPaKTUKU OT KOJUIEIKA.

Jlnst ouleHKH c(hOPMUPOBAHHOCTH MPOGECCHOHAIBHBIX U OOIIUX KOMIETCHIUN
[0 UTOraM Y4YeOHOH NMPaKTUKU OPOPMIISIFOTCS ATTECTAMOHHBIE JIUCTHI U UTOTOBas
OLICHOYHAs BEIOMOCTb.

BrinonHenHas nporpaMma yueOHOM NMPAKTUKH, CAAHHBIE THEBHUKU U OTYETHI,
aTTECTallMOHHBIE JIMCTBI W OLEHOYHBIE BEIOMOCTH SABIISIIOTCS  OCHOBAaHHUEM
ycnemHoro ocsoenust B/l 3amura nHpopManuu B aBTOMAaTU3UPOBAHHBIX CUCTEMAX
IPOrpaMMHBIMM M NPOTPaMMHO-ANIapaTHBIMA  CPEACTBAMHU, OTBEYAKOUIMX 34

MpcaoCTaBJICHUC CTYACHTA K 3K3aMCHY I10 MOAYIIIO.
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