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COJAEP)KAHUE

1. ACIIOPT ITPOT'PAMMbI YYEFHOU NPAKTHUKH



1. IACIIOPT ITPOr'PAMMBbI YUEBHO TPAKTUKHA
IIM.01 DkcniryaTauus aBTOMATH3MPOBAHHBIX (MH(POPMALMOHHBIX) CHCTEM B
3aIUIEHHOM HUCIOJTHEHUH

1.1. Heanb u niiaHupyeMble pe3yJibTAThI 0CBOEHUsI PO ecCHOHATLHOT0 MOIYJIA
PesynpraTom yueOHON mpakTUku mpodeccuoHambHoro Moxayias I[IM.O1  OkcruryaTtarus
ABTOMATU3UPOBAHHBIX (MH(POPMAIMOHHBIX) CHCTEM B 3alIUIICHHOM HCIOJHEHUHU SIBJISCTCS
OBJIaJicHuEe OOy4YaloIIMMHUCS BHJIOM JESATENbHOCTH MO  HaNpaBleHUIO: OKCIUTyaTanus
ABTOMATU3UPOBAHHBIX (MH(POPMAIIMOHHBIX) CUCTEM B 3alIUIICHHOM HCIIOTHCHHU, B TOM YHUCIIC
npodeccuorabHbIMU (I1K) n 06mmmu (OK) xommneTeHIIusIMHU:

1.1.1. Ilepeyenb 00MX KOMIETEHIH I

Kon HaumenoBanue oO1mx KOMIETEHIIUN

OK.01 Br16upaTh criocoObl penienus 3a1a4 npoeccuoHaIbHON 1eATeIbHOCTH,
MIPUMEHUTEIBHO K Pa3JIMYHBIM KOHTEKCTaM.

OK.02 Hcnonb30BaTh COBPEMEHHBIE CPECTBA ITIOMCKA, aHATIM3a U UHTEPIIPETAlluU

uHpOpManu, 1 THPOPMALMOHHBIE TEXHOJIOTHH IS BBITIOJHEHUS 3a/1a4
npodecCHOHATILHOMN 1€ TeIbHOCTH.

[TnanupoBaTh U peaqn30BbIBaTh COOCTBEHHOE NPOPECCHOHATBHOE U JINYHOCTHOE
pasBUTHE, IPEANPHUHUMATENBCKYIO JESITEIbHOCTh B MPOdhecCHoHaIbHOM cdepe,
UCTIOJIB30BaTh 3HAHUS 11O IPABOBOW M (PMHAHCOBOM rPaMOTHOCTH B Pa3TMYHBIX
JKU3HEHHBIX CUTYalUsX.

OK.03

OK.04 O} PexTuBHO B3aUMOIEHCTBOBATh U pabOTaTh B KOJUIEKTHBE U KOMaHJIE.

OcCymiecTBIATh YCTHYIO U TUCbMEHHYI0 KOMMYHHUKAIIHIO Ha TOCYAaPCTBEHHOM SI3bIKE
OK.05 Poccuiickoit @denepanuu ¢ yuéToM 0COOEHHOCTEHN COIMATIBHOTO U KYJIbTYPHOIO
KOHTEKCTa.

[TposBNATE TpaskJaHCKO-TIATPUOTHUYECKYIO MO3UIHIO, JEMOHCTPUPOBATH OCO3HAHHOE
MIOBEJICHHE Ha OCHOBE TPAIUIIMOHHBIX POCCHICKHX JTyXOBHO-HPABCTBEHHBIX

OK.06 LIEHHOCTEH, B TOM YHCJIE C YUETOM rapMOHU3ALNN MEXHALIMOHAIBHBIX U
MEXPETUTHO3HBIX OTHOIIEHUH, IPUMEHSTh CTAaHIAPTHI AaHTHKOPPYIIIIHOHHOTO
HOBEJICHMUS.

CopeiicTBOBaTh COXpPaHEHUIO OKPYXKAIOIIEH cpeibl, pecypcocOepeKeHUI0, IPUMEHSTh
OK.07 3HaHUS 00 U3MEHEHHUH KIMMAaTa, IPUHLIUIBI OEpEeKIMBOr0 MPOU3BOJCTBA, IPPEKTUBHO
JIECTBOBATH B YPE3BbIYANHBIX CUTYALIHSIX.

Hcnonk30Bath CpeacTBa GU3NIECKON KYIbTYPHI A1 COXPAHSHHSI U YKPETICHUS
OK.08 3JI0POBBS B TIporiecce MpohecCHOHATBHON IEATETLHOCTH H MO CPKaHUS
HEO0OXOUMOT0 YPOBHS (YU3HUECKOHN MOATOTOBIEHHOCTH.

[Tonb30BaThes MpodeccnoHallbHOM TOKyMEHTaluel Ha TOCyJapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

OK.09

1.1.2. Tlepeyenb npogecCHOHAIBHBIX KOMIIETEH M

B/l OKcIUTyaTalus: aBTOMaTU3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEM B 3aLIUILICHHOM
VCIIOJIHEHU U

[Tpou3BOIUTE YCTAHOBKY U HACTPONKY KOMIIOHEHTOB aBTOMATH3UPOBAHHBIX
IK.1.1 (MHGOPMAITMOHHBIX) CUCTEM B 3aITUIIICHHOM HCIIOJTHEHUH B COOTBETCTBUU C
TpeOOBaHUSMH SKCIUTYaTallMOHHON JOKYMEHTAIUH.

AJIMUHUCTPUPOBAThH IPOrPaMMHBIE U IPOIPAMMHO-AINIAPATHBIE KOMIIOHEHTBI

[K.1.2 . .
ABTOMATU3UPOBAHHON (MH(MOPMAITMOHHOM) CHCTEMBI B 3alITUIIICHHOM HCTIOJTHEHUH.

I1K.1.3 | OGecnieunBathb Oecriepe0oiiHyi0 paboTy aBTOMATU3UPOBAHHBIX (MH(POPMAIIMOHHBIX)




CHCTEM B 3alUIIEHHOM HCIIOJIHEHUH B COOTBETCTBUU C TPEOOBAHUAMU
JKCIUIYaTallUOHHOW JTOKYMEHTAIUU.

I1K.1.4

Ocy1ecTBIATh IPOBEPKY TEXHUUYECKOIO COCTOSHUS, TEXHUUECKOE 00CITyKUBAaHUE U
TEKYILHI PEMOHT, YCTPAHATh OTKA3bl U BOCCTAHABIMBATH pa00TOCTIOCOOHOCTD
aBTOMAaTU3UPOBAHHBIX (MH(OPMALIMOHHBIX) CUCTEM B 3aLIUILEHHOM HCIIOJHEHHH.

1.1.3. B pe3yiabTaTe 0cBOeHUsI NPOecCHOHAIBLHOI0 MOAYJIs 00YUYAIOLIMIACH T0JIKEH:

Brnaners
HaBBIKAMHU

- YCTAHOBKH U HACTPOWKU KOMITOHEHTOB CUCTEM 3alIUThI
nH(pOpMaIi aBTOMaTH3UPOBAHHBIX (MH(POPMAIIMOHHBIX ) CHCTEM;

- aJIMHHHCTPUPOBAHUS aBTOMATU3HPOBAHHBIX CHCTEM B 3aIHIIECHHOM
- WCIIOJIHECHUH;

- AKCIUTyaTalliil KOMIIOHEHTOB CHCTEM 3alllUThl HHPOPMAITUU

- ABTOMATH3MPOBAHHBIX CHCTEM;

- JTUArHOCTHKU KOMITOHEHTOB CHCTEM 3aIIUTH HHPOPMAIIHH

- aBTOMATH3MPOBAHHBIX CHCTEM, YCTPAHEHUS OTKA30B U
BOCCTaHOBJICHHS Pa0OTOCIIOCOOHOCTH aBTOMATH3HMPOBAHHBIX
(mH(OPMAIIMOHHBIX ) CHCTEM B 3alTUIIICHHOM HCIIOJTHCHHUU.

YMmern

— OCYILIECTBIISITH KOMIUICKTOBaHUE, KOH(GUTYpUPOBAaHUE, HACTPOUKY
ABTOMATU3UPOBAHHBIX CHCTEM B 3AIUIIEHHOM UCIIOJIHCHUU KOMITOHEHT
CHCTEM 3allluThI I/IH(bOpMaLII/II/I ABTOMATU3HNPOBAHHBIX CUCTCM,

- OpPraHU30BBIBATh, KOH(PUTYPUPOBATh, IPOU3BOIUTH MOHTAXK,
OCYILECTBIISATh IMATHOCTUKY U YCTPAHATh HEHCIIPABHOCTH KOMIIBIOTEPHBIX
ceTel, paboTaTh C CETEBBIMU IPOTOKOJIAMH Pa3HbIX YPOBHEH;

- OCYILECTBIATh KOH(DUTYPUPOBAHUE, HACTPOUKY KOMIIOHEHT CUCTEM
3alUThl HH(OPMAIMK aBTOMAaTU3UPOBAHHBIX CUCTEM;

- MMPOU3BOJUTE YCTAHOBKY, aJJallITalluO U COIIPOBOKACHUC TUIIOBOT'O
IPOTPaMMHOT0 00ecrieueH ], BXOJSIEro B COCTaB CUCTEM 3aIlUThI
UHpOpMAaLUY aBTOMATU3UPOBAHHON CUCTEMBI

- HACTpauBaTh U YCTPaHITh HEUCIIPABHOCTH IIPOTPaMMHO-
anmapaTHbIX CPEACTB 3alMThl HH(POPMAIIUK B KOMITBIOTEPHBIX CETAX I10
3aJJaHHBIM IIpaBUJIaM;

- o0ecnieunBaTh pabOTOCIIOCOOHOCTH, OOHAPYKUBATh U YCTPAHSATh
HEHCIIPaBHOCTH.

3HaTh

- COCTaB U MPUHIUIBI pabOTHl aBTOMATU3HUPOBAHHBIX CUCTEM,
OTIEPAIlMOHHBIX CUCTEM U CPEII;

- MPUHIUIBI pa3pabOTKH aIrOPUTMOB MPOTPAMM, OCHOBHBIX IIPUEMOB
IIPOrpaMMHUPOBAHUS;

- MoJienu 6a3 JaHHbIX;

- MIPUHIIMITBI TOCTPOEHUS, PU3NYECKHE OCHOBBI Pa0OTHI
nepuepuiHbIX yCTPOUCTB;

- TEOPETUYECKHE OCHOBBI KOMITBIOTEPHBIX CETEN M UX alnapaTHBIX
KOMIIOHEHT, CETEBBIX MOAEJEH, IPOTOKOJIOB U IPUHIIUIIOB aJIpecalii;

- MOPSAJIOK YCTAHOBKH M BBOJIa B DKCIUTYaTallMIO CPECTB 3aIUThI

nH(pOpMalMU B KOMIIBIOTEPHBIX CETSX;




- MNPUHOHUIIBI OCHOBHBIX MCTOAOB OpTraHU3alli U IPOBCACHUA
TEXHHUYECCKOI'O O6CJ'Iy}KI/IBaHI/IH BBIYMCIIMTEIILHON TEXHUKH B APpYIrux
TEXHUYECCKUX CPCACTB I/IH(l)OpMaTI/ISaI_II/II/I.

1.3. KosimuecTBO Heaelib (4ACOB) HA OCBOEHME MPOrpaMMbl Y4eOHO MPAKTUKHA
Bcero: 3 HEOENN, 108 qaca.




2. CTPYKTYPA U COAEP KAHUE ITPOTPAMMbI YYEBHON IMTPAKTUKH

2.1. TemaTuyeckuii mian

O0bem BpeMeHH,

Koabi HaumeHnoBaHue TeM .
. OTBeJCHHDLIA Ha
GopmMupyembIx npopeccCuoHATIBLHOr0 MOAYJIsl Y4eOHOM DAKTIK
KOMIIeTeHIU I NPAKTUKHU p y
(uacax)

Paznea 1. ITopsok npoxoxaeHusl y4eOHOH MPaKTHKH.

Tema 1.1. HCTpyKTaX 110 TEXHUKE
0€3011aCHOCTH U MOKapHOH
6e3onacuoctu. [louck, ananus, o6paboTka
nHpopmanuu, moadop
npodecCHOHATBLHON T0KyMEHTAllUY,
BbIOODP MH(POPMALIMOHHBIX TEXHOJIOTUN U
croco00B peleHust MpohecCHOHAIBHBIX
3ajad.

2 yaca

Pasnean 2. [IpoBenenue ayura 3aliMIIEHHOCTH aBTOMAaTU3UPOBAHHON
CUCTEMBL.

Tema 2.1. [IpoBenenue aynura
3alIMIIEHHOCTH aBTOMaTU3UPOBaHHbIX 8 yacos
CHCTEM.

Pa3nea 3. YcranoBka, HaCTpoiiKa U 3KCIUTyaTalysl CETEBBIX
OIEPALIMOHHBIX CHCTEM.

Tema 3.1. YcraHOBKa nporpaMMHOIO
o0ecreyeHns B COOTBETCTBUU C 6 yacos
TEXHUYECKON JTOKYMEHTAIIUEN.

Tema 3.2. Hactpoiika mapameTpoB
paboTHIPOrpaMMHOI0 00eCIIeYeHNS,
OK 01— OK 09 BKJIIOYasi CUCTEMBI yIpaBiieHus 0a3aMu

NK11-TK 14 |ZAaHHBIX.

6 yacos

Tema 3.3. Hactpoiika KOMIIOHEHTOB
MOJICUCTEM 3aIIUTHI HHPOpPMALIUH 8 gacoB
OIEpPalMOHHBIXCUCTEM.

Tema 3.4. YcraHoBKa OOHOBIIEHUSA

4 yaca
MPOrPaMMHOT0 00eCTICUEeHHSI.

Tema 3.5. YcraHoBKa, HaCTpOWKa U
AKCILTyaTalUsl CETEBBIX ONEPALMOHHBIX 4 yaca
CHCTEM.

Pa3zgen 4. A,Z[MI/IHI/ICTpI/IPOBaHI/Ie ABTOMATU3HUPOBAHHBIX CUCTCM B
3allIUIICHHOM HCIIOJIHCHHH.

Tema 4.1. YnpaBieHue yueTHbIMU

. 8 vacos
3aMUCIMHU TI0JIb30BATEIEH.

Tema 4.2. Opranusamus padoT ¢
yIaJeHHBIMU XPAHUIUIIAMU JAHHBIX U 8 yacos
0a3aMu TaHHBIX.

Tema 4.3. Opranu3aius 3auIeHHON
MepeIaviIaHHbIX B KOMIITBIOTEPHBIX 8 yacos
CETSIX.

Pa3nen 5. BeimonHenne MOHTa)ka KOMITBIOTEPHBIX CETEH, OpraHu3aIus
¥ KOH(UTYpUPOBAaHNE KOMIIBIOTEPHBIX CETEH, yCTAaHOBJICHUE U
HACTpPOIKa NapaMeTpOB COBPEMEHHBIX CETEBBIX MPOTOKOJIOB.




O0bem BpeMeHn,

Konap1 HaumeHnoBaHue TeM N
. OTBeJeHHbIH HA
GopmupyembIx npodeccuoHATIBLHOr0 MOAYJIsl Y4eOHOM DAKTHE
KOMIIeTeHIUil NPAKTUKHU P y
(4acax)
Tema 5.1. CBapka ONTOBOJIOKHA U
8 yacoB

IIPOKJIA/IKA BUTOM IapBbl.

Tema 5.2. KOHTPOJIb 11€JIOCTHOCTH
MOJICUCTEM3AITUTHI HHPOPMAITUU 8 gacos
OTEePAIMOHHBIX CHCTEM.

Tema 5.3. BeinmonHeHHE pe3epBHOTO
KOIIMPOBAHUS M aBaPHITHOTO
BOCCTAHOBJICHHSI pa0OTOCTIOCOOHOCTH
OIEPAIMOHHON CUCTEMBI U 0a3bl JIaHHBIX.

8 vacos

Paznen 6. /[narnoctnka KOMIIOHEHTOB CHCTEM 3aIIUTH HH()OpMAITHH
ABTOMATH3UPOBAHHBIX CUCTEM, YCTPAHEHHE OTKAa30B U BOCCTAHOBJICHUE
paboTOCTIOCOOHOCTH aBTOMAaTU3UPOBAHHBIX (MHPOPMAITMOHHBIX) CUCTEM
B 3aIIMIICHHOM HCIOJHEHUU.

Tema 6.1. JlnarnocTuKa COCTOSIHUS
MOJICUCTEMOE30MaCHOCTH, KOHTPOJIb
Harpy3Ku UpEKUMOB paOOThI CETEBOM
OTEPAIMOHHOMN CHCTEMBI.

6 Jacos

Tema 6.2. OcymiecTBiIeHHE JHATHOCTUKH
KOMITBIOTEPHBIX CETEH, OnpeaeieHue
HEHCIPABHOCTEH M COOEB MOJICUCTEMBI 8 vacoB
0€30IacHOCTH U YCTpaHEHUe
HEHCIIPAaBHOCTEN.

Tema 6.3. 3anoaHeHNE OTYETHOU
JOKYMEHTAILUHIIO TEXHUUECKOMY
00CITyXKUBAaHUIO U PEMOHTY
KOMITBIOTEPHBIX CETeHl.

6 yacos

Pasnen 7. IloagroroBka OTYETHONJOKYMEHTAIIHI

Tema 7.1. Ilogroroska oryera o
MPOXOXKIACHUN yueOHOU MpaKkTUKHU (Tipu
HE00X0auMocTH ohopMiIeHHE
rpagu4YecKux, CXeMaTuueckux, HoTo
MaTEpUajIOB B KAYECTBE NPUIIOKEHUH K
OTYETY).

2 yaca

HUTOI'O: 108 uacos




2.2. Conep:xkaHue NPpaKTHKH

Conep:xkanue
OCBOEHHOI'0 y4eOHOr0 HanmeHnoBaHMe y4eOHBIX TUCHMILINH, Ko/M9ecTEo
Buasbi Brb1 paor MaTepuaJa, MEKIUCHUILINHAPHBIX KyPCOB, € 4ACOB
AesiTeJIbHOCTH He00X0UMOro 1JIs1 yKa3aHueM TeM, 00ecreqYuBaIoImnX (enenn)
BBINOJIHEHH S BU/I0B BbINOJIHEHHE BH/I0B padoT
padoT
DKCIIVaTAI WM3ydenue nHCTpYKIUI IO OXpaHe Tpyaa U WacTpyknuu mo oxpase TIM.01 Dxcmiyaramust aBTOMaTU3UPOBAHHBIX
yartan Yy
aBTOMATH3HpOB | TCXHUKE OE30MaCHOCTH TpyZJa U TEXHUKE (MH(pOPMAIIMOHHBIX) CUCTEM B 3alIUIIIEHHOM
AHHEIX 0€30MaCcHOCTH. UCTIOTHEHUH
(uHdopMAITHOH Pa3nea 1. [Topsiiok mpoxXoKaeHHS YIeOHOM
MPaKTUKHU
HBIX) CHUCTEM B
Tema 1.1. IHCTpyKTax 110 TEXHUKE 2 waca
SallHIICHHOM 0€30MMacCHOCTH U MOKapHON OE30MaCHOCTH.
UCIIOJTHCHIN IMouck, ananus, 0opaboTka e GOpMaIHH,
11o00p npodecCuoHaATBHOM IOKYMEHTAIUH,
BbIOOp MH(DOPMALIMOHHBIX TEXHOJOTUH U
Croco00B perieHus: TpohecCUuOHATBEHBIX
3aj1a4.
Amnanmus yszeumocteir AC ¢ Metononornu aynura IIM.01 DxcmryaTtanysi aBTOMaTU3UPOBAaHHBIX
FICTIO/Tb30BAHHEM CIICIIHATH3HPOBAHHOTO nH(OPMAIIMOHHOU (MH(pOPMAIIMOHHBIX) CUCTEM B 3alUIIIEHHOM
IO (Nessus, OpenVAS) 6e3omacHoctu (OSSTMM, | ucnonHeHuu
, .
CocraBiieHne 0TYETa O BBISIBIEHHBIX PTES). MJK.01.04 Dxeryarauns
. [puHimns paboTh AaBTOMATHU3UPOBAHHBIX (MH()OPMAIIMOHHBIX )
yrpo3ax ¥ peKOMEHJALMM 10 UX .
CKAHEpOB YSI3BUMOCTEH. CHCTEM B 3allUILIEHHOM HCIIOJTHEHHUH. 8 YACOR
YCTPaHCHHUIO. HopmarusHublie Pa3nean 2. [IpoBenenue aynura
TpeboBanus K 3amute AC | 3aIIUIIEHHOCTH aBTOMaTU3UPOBAHHON
(OCTOK, ©CB). CHUCTEMBI
Tema 2.1. IIpoBenenue aynura
3aIMIIEHHOCTH aBTOMATU3UPOBAHHBIX
CHCTEM.
Veranoska OC (Windows Server, Linux) Ha | ApXHTEKTypa IIM.01 Dkcrutyaranus aBTOMaTH3UPOBAHHBIX
BUPTYaIbHYIO MaluHy/pusndeckuii ceppep. | ONCPAIMOHHBIX CHCTEM. (MH(MOPMALMOHHBIX) CHCTEM B 3aIUUIIEHHOM
TIpoBepka COBMECTHMOCTH 0Gopy/ioBanus ¢ | | PCOOBAHHA K UCIIOJIHEHUH
11o. alllmapaTHOMY M/K.01.01 OnepanimoOHHbBIE CUCTEMBI. 6
00€eCIeYeHHIO. 4acoB

Pa3znea 3. YcranoBka, HacTpoiika 1
OKCILTyaTalus CCTCBLIX OIICPALIMOHHBIX
CUCTEM

Tema 3.1. YcTaHoBKa poOrpaMMHOTO




Bunnl
eATeJLHOCTH

Buabl pador

Conep:xkanue
OCBOEHHOI0 Y4eOHOT0
MaTepuaJia,
Heo0X0aMMOoro aJis
BLINOJIHEHUS BHJIOB
padoT

HanmeHoBaHMe y4eOHBIX THUCHMILINH,
MEKIUCHUILINHAPHBIX KYPCOB, €
yKa3aHueM TeM, 00ecreqYuBaIoImnX
BbINOJIHEHHE BH/I0B padoT

KoanuecTtBo
9acoB
(Hemesb)

0o0ecIIeYeHNs B COOTBETCTBUM C TEXHUYECKON
JIOKYMEHTAIUEH.

Kondurypuposanne CYBJl (MySQL,
PostgreSQL).
OntuMuzanus napameTpoB paboThI cepBepa.

OcHOBBI
agMuHHUCTpUpoBanus b/I.
Azbiku SQL 1 NoSQL..

IIM.01 Dxcmtyatanusi aBTOMaTU3UPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CUCTEM B 3aLIUILIEHHOM
WCIIOJTHCHU T

MJIK.01.02 ba3bl JaHHBIX.

Pa3znea 3. YcranoBka, HacTpoiika 1
SKCIUTyaTaIusl CETEBBIX OMEPAIlMOHHBIX
CUCTEM

Tema 3.2. HacTpoiika mapamMeTpoB pabOThI
IPOrpaMMHOTO O00eCTIeUeHUs!, BKIIOYast
CUCTEMBI yIIpaBieHUs 0a3aMu JaHHbIX.

6 gacos

DKCIuTyaTanus
aBTOMaTHU3HPOB
aHHBIX
(uaopmaron
HBIX) CCTEM B
3alIUILEHHOM
WCTIOJTHEHU T

Hacrpoiika 6panimMayspoB, aHTUBUPYCOB,
CHCTEM JIOTUPOBAHUS.
TectupoBaHue NOIUTUK OE30MACHOCTH.

MexaHusMel 3auTel OC
(SELinux, AppArmor).
[TpunHIUTIBI
pasrpaHuyeHus JocTyna.

IIM.01 DOkcmutyaranys aBTOMaTU3UPOBAaHHBIX
(MH(pOPMAIIMOHHBIX) CUCTEM B 3aLUIIIEHHOM
WCIIOJIHEHU U

MJIK.01.01 OnepannoHHBIE CUCTEMBI.
Pa3nen 3. YcraHoBka, HaCTpoliKa U
9KCILTyaTalUsl CETEBbIX ONEPALMOHHBIX
CUCTEM

Tema 3.3. HacTpoiika KOMIIOHEHTOB
MOJICUCTEM 3aIIUThl HHPOPMALIUU
OIIEpPAILIMOHHBIX CUCTEM.

8 yacos

Oo6nonenne OC u npuIIoKeHUH yepes
WSUS/yum/apt.

OTtkaTt 0OHOBIJIEHUH TIPY BOZHUKHOBEHUU
OLINOOK.

CuCTeMBI yrpaBJICHUS
ITaKCTaMU.

HpI/IHHI/IHBI TeCTI/IpOBaHI/IH
OOHOBIIEHHUIA.

IIM.01 DOkcrutyaranys aBTOMaTU3UPOBAaHHBIX
(MH(pOPMAIIMOHHBIX) CUCTEM B 3alIUIIIEHHOM
WCIIOJIHEHU U

MJK.01.01 OnepaiinoHHbIE CUCTEMBI.
Pa3nea 3. YcraHoBka, HacTpolika U
9KCILTyaTalUsl CETEBbIX ONEPALMOHHBIX
CUCTEM

Tema 3.4. YcraHoBka 0OHOBIICHUS
IPOrPpaMMHOT0 0OecreueHHs!.

4 gyaca

PasBeptriBanue Active
Directory/DNS/DHCP.

OCHOBBI CETEBEIX
texaoznoruii (TCP/IP,

IIM.01 Dkcrtyaranuys aBTOMaTU3UPOBAaHHBIX
(MH(MOPMAITMOHHBIX ) CHCTEM B 3alTUIIICHHOM
WCIIOJIHEHUU

4 gyaca




Conep:xkanue
OCBOEHHOI'0 y4eO0HOr0

HaumenoBanue y‘leﬁHbIX JAUCHHUIIINH,

B KoumnuecTBo
H/bI Brb1 paor MaTepuaJia, MEXIMCUUILTHHAPHBIX KYPCOB, € 4ACOB
AesiITeJIbHOCTH He00X0UMOro 1JIs1 yKa3aHueM TeM, 00ecreqYuBaIoImnX (Henen)
BBITIOJIHEHH S BUJIOB BbITIOJIHEHHE BH0B PadoT 8
padoT
MOHUTOPUHT PabOTHI CETEBBIX CIYKO. DNS, DHCP). M/IK.01.04 Dxcruryaranus
ABTOMAaTU3UPOBAHHBIX (MH(POPMAIIMOHHBIX )
CHCTEM B 3AIUIICHHOM HCITOJTHCHHUH.
Pa3nen 3. YcranoBka, HacTpoiika U
SKCIUTyaTalusl CETEBBIX OMEepPalmOHHBIX
CUCTEM
Tema 3.5. YcranoBka, HaCTpoWKa 1
JKCILTyaTaIUsl CETEBBIX OMEPALMOHHBIX
CHCTEM.
Dkcrnyartanus | Co3nanne/6I0KMPOBKA YUETHBIX 3aIlUCEH, [TonuTruky mapoabHON IIM.01 DkcruryaTanus aBTOMaTU3UPOBAHHBIX
aBTOMATH3UpOB | HA3HAYCHHE IPAB. 3aIATEL. (MH(MOPMAITMOHHBIX) CHCTEM B 3aIIUIIICHHOM
AFHBIX AyauT elcTBUI NOJb30BaTENEeH. RBAC-monenu HCIIOTHEHUHU
(HHGbOpPMATHOH YIPaBIECHUS JOCTYIIOM. MZK.01.01 OnepaninoHHbIE CUCTEMBI.
Pa3nen 4. AiMuHUCTpUpOBaHUE 8 qacoB
HbIX) CHCTEM B ABTOMATU3UPOBAHHBIX CHCTEM B
3aMHINCHHOM 3aIUIIEHHOM HCITOJHCHUN
UCTIOJTHEHU U Tema 4.1. YrpaBneHue y4eTHBIMH 3aTTUCIMHU
M10JIb30BATENEH.
DOxkcmnyaranus | Hacrporika VPN, SSH-nocryna k BJI. [Iporokomns! mudpposanus | [IM.01 Dkcmyaranys aBTOMaTU3UPOBAHHBIX
ABTOMATH3HMPOB Pe3epBHOE KOMUpPOBaHNE TaHHBIX. (TLS, IPSec). (MH(pOPMAIIMOHHBIX) CUCTEM B 3alTUIIIEHHOM
AHHEIX WCTIOTHEHU T
(ichOpMAITHOH MJK.01.03 Cetu u cucteMsl nepeiayu
nH(pOpMaIHH. ]
HbIX) CHCTEM B Pa3zjen 4. AJIMUHUCTPUPOBAHKE Hacos
3allMINCHHOM aBTOMAaTU3MPOBAHHBIX CUCTEM B
WCTIOTHCHU U 3aIUIIEHHOM HCIIOJTHCHUH
Tema 4.2. Opranuszanus paboT ¢ yJaleHHbIMI
XPaHWIMIIAMH JaHHBIX U 0a3aMH JTAHHBIX.
Dxkcmnyaranus | Hacrpoiika HTTPS, VPN, IPSec. Kpunrorpaduueckue IIM.01 DkcrutyaTanus aBTOMAaTU3UPOBAHHBIX
ABTOMATH3HPOB Anamu3 Tpaduka ¢ momonrsio Wireshark. METO/IbI 3aIUTHI JAaHHBIX. | (MH(GOPMAIMOHHBIX) CUCTEM B 3aIIUIIICHHOM
WCTIOTHEHU T
?Ild{lli{g)lgpMauHOH M/K.01.04 DxcrutyaTanus 8 wacos

HBIX) CHCTEM B

aBTOMATH3UPOBAHHBIX (MH(OPMAIIMOHHBIX)
CHCTEM B 3aIMIIIEHHOM HCIIOJHEHUH.
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Conep:xkanue
OCBOEHHOI'0 y4eO0HOr0

HaumenoBanue y‘leﬁHbIX JAUCHHUIIINH,

B KonunuyectBo
U/AbI Brb1 paor MaTepuaJa, MeKIMCHUIINHAPHBIX KYPCOB, ¢ 4ACOB
AesITeJIbHOCTH Heo0X0IMMOro 1J1s1 yKa3aHueM TeM, 00ecneqnBaIoIuX (nexein)
BBINOJTHEHHUS BUI0B BBINOJIHEHHE BUI0B padoT .
padoT
3aIUIEHHOM Pa3nen 4. AnMuUHUCTpUpPOBAHUE
HCHOMHEHMH aBTOMATH3UPOBAHHBIX CHCTEM B
3aLUILEHHOM HCIIOJHEHUH
Tema 4.3. Opranu3zaius 3aliuieHHON
nepesayy JaHHbIX B KOMIIbIOTEPHBIX CETHX.
Okcmnyaranus | [Toaroroska u cBapka onroBOJOKOHHOIO OcHOBBI IIM.01 DkcruryaTaus aBTOMaTU3UPOBAHHBIX
aBTOMATH3MpOB | KAOCIs C HCIIOIB30BAHUEM CBapOYHOIO CTPYKTYPUPOBAHHBIX (MH(pOPMAIIMOHHBIX) CUCTEM B 3aLUILIEHHOM
AHHBIX anmapara. KaOeJIbHBIX CUCTEM UCIIOJIHEHUH
(urcpopMAIHOH HpOKHa,I[KUa u o0xum BuToi napsel (RJ-45) ¢ | (CKC). MI[Iv(.Ol.OS DKcrutyaTaluus KOMIbIOTEPHBIX
MPOBEPKOH 1enocTHOCTH JuHUU (TectepoM | Cranmaptsl Ethernet ceTel.
HBIX) CHCTEM B .
kaberneit). (Catbe, Cat6, Pa3pgea 5. BelnmosiHeHe MOHTa)xKa
SaIUIICHHOM CocraBiieHne CXeMBbI POKIIAJIKH CETH. MHOT'OMOJIOBOE/0JTHOMO/IO | KOMITBIOTEPHBIX CeTel, OpraHu3anus u 8 wacos
UCTIOJIHCHHA BOE ONTOBOJIOKHO). KOH(UTypHpOBaHNE KOMITBIOTEPHBIX CEeTeH,
MeToap!l TeCTHPOBAHUS YCTaHOBJIEHHE U HACTPOIlKa mapaMeTpoB
nunuii cBsizu (TDR, COBPEMEHHBIX CETEBBIX ITPOTOKOJIOB
OTDR). Tema 5.1. CBapka ONTOBOJIOKHA U NPOKJIAIKA
BUTOM Iapbl
Dkcrutyaranus | IIpoBepka nenoctnocty ¢ainoseix cucreM | [IpuHIMIIBL KOHTPOIIS IIM.01 Dkcrtyaranys aBTOMaTU3UPOBAHHBIX
aBromarmsupos | (depes fsck, chkdsk). L[EJIOCTHOCTHU JaHHBIX (MH(pOPMAIIMOHHBIX) CUCTEM B 3aLUIIIEHHOM
AFHBIX AHanu3 xKypHaioB COOBITUI Ha TIpeaAMET (HIDS). VCTIIOJTHEHUH
(unopmaron | HAPYLICHMH 0€30MaCHOCTH. Meronsl 0§HapymeHHﬂ MJIK.01.04 DOxcrutyaranus
Hactpoiika u npoBepka paboTbl BTOP>KEHUI Ha YPOBHE ABTOMATHU3UPOBAHHBIX (MH()OPMAIIOHHBIX )
HBIX) CHCTEM B MEXaHU3MOB KOHTPOJIS LIEIOCTHOCTH (haitiI0BOM CHCTEMBI. CUCTEM B 3alllMIICHHOM HUCIOJTHEHHH.
SAIMIICHAOM | (AIDE, Tripwire). Pa3gen 5. BoinoiHeHne MOHTaXka 8 4acos
UCTIOJIHCHHA KOMIIBIOTEPHBIX CeTeH, OpraHu3aius u
KOH(QHUTYPUPOBAHHE KOMITBIOTEPHBIX CETEH,
yYCTaHOBJIEHHE U HACTpOiiKa mapaMeTpoB
COBPEMEHHBIX CETEBBIX MPOTOKOJIOB
Tema 5.2. KoHTpoJIb ENOCTHOCTH NIOJICUCTEM
3aLIUThl HH(OPMAIMK ONIEPALMOHHBIX CHCTEM
DOkcmiyaranus | HacTpolika aBTOMaTHY€CKOrO pe3epBHOIO Crpareruu pe3epBHOro IIM.01 Dxcmtyatanusi aBTOMaTU3UPOBAHHBIX
aBromarusupos | Komuposanus (Bacula, Veeam, rsync). KOIIMPOBAHUS (uH(OPMAITMOHHBIX ) CHCTEM B 3alUIIIEHHOM 8 4yacoB
AHHBIX BoccTranoBieHue cucTeMbl U3 pe3epBHOI (TTOJTHOE/MHKPEMEHTAIBHO | UCIIOTHEHUN
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Bunnl
eATeJLHOCTH

Buabl pador

Conep:xkanue
OCBOEHHOI0 Y4eOHOT0
MaTepuaJia,
Heo0X0aMMOoro aJis
BLINOJIHEHUS BHJIOB
padoT

HanmeHoBaHMe y4eOHBIX THUCHMILINH,
MEKIUCHUILINHAPHBIX KYPCOB, €
yKa3aHueM TeM, 00ecreqYuBaIoImnX
BbINOJIHEHHE BH/I0B padoT

KoanuecTtBo
9acoB
(Hemesb)

(mHbOpMaITHOH
HBIX) CHUCTEM B
3aIUIIEHHOM
WCTIOJTHEHU T

konuu (bare-metal recovery).
TectupoBanue npoIeIypbl aBAPUITHOTO
BoccranoBieHust (DRP).

e/muddepeHnnansHoe).
MeTo/1pI BOCCTaHOBJICHHUS
JIAHHBIX TIOCIE COOEB.

MJIK.01.04 DOxcrtyaranus
ABTOMAaTU3UPOBAHHBIX (MH(POPMAIIMOHHBIX )
CHCTEM B 3aIIUIIIEHHOM UCIIOJTHCHUH.

Pa3nen S. Beinmonnenue MmoHTaxa
KOMIIBIOTEPHBIX CETEH, OpraHu3anus u
KOH(HUTypHPOBaHUE KOMITBIOTEPHBIX CETEH,
YCTAHOBJICHHE U HACTpPOIKa MmapaMeTpoB
COBPEMEHHBIX CETEBBIX MPOTOKOJIOB

Tema 5.3. BrinonHenue pe3epBHOIO
KOTIMPOBAHUS M aBaPUITHOTO BOCCTAHOBIICHHSI
pabOTOCIIOCOOHOCTH OTIEPAIIMOHHOMN CUCTEMBI
1 0a3bl JAaHHBIX

DKcrutyaTanus
aBTOMATHU3HPOB
aHHBIX
(uHpOpMaOH
HBIX) CHCTEM B
3aIUIIICHHOM
UCTIOJTHEHU U

Mownwurtopusr Harpy3ku cepsepa (CPU,
RAM, disk I/O) uepes top, htop, nmon.
AHanu3 J10roB 6€30MacHOCTH
(/var/log/secure, Event Viewer).
BrisiBneHne anomanbHON aKTUBHOCTH
(DDoS, ckanupoBaHue OPTOB).

MeTo1bl MOHUTOPUHTA
MIPOU3BOIUTEIBHOCTH.
WNuctpyments SIEM-

cucteM (Splunk, Graylog).

IIM.01 Dkcrtyaranys aBTOMaTU3UPOBAHHBIX
(MH(OpPMAITMOHHBIX ) CUCTEM B 3alIUIIIEHHOM
UCTIOJIHEHUH

MJK.01.04 Dxcrumyaramust
aBTOMATHU3UPOBAHHBIX (MH()OPMAIIMOHHBIX )
CHCTEM B 3all[MIIIEHHOM UCIIOJHEHUH.
Pasznen 6. /[narHoctrka KOMIOHEHTOB
CHUCTEM 3allluThl UH(pOpMaLIUU
ABTOMATHU3UPOBAHHBIX CHCTEM, YCTPaHEHHE
OTKa30B ¥ BOCCTaHOBJIEHUE
paboTOCIOCOOHOCTH aBTOMATU3UPOBAHHBIX
(MH(MOPMAITMOHHBIX ) CHCTEM B 3alTUIIICHHOM
WCIIOJIHEHU U

Tema 6.1. JluarnocTrika COCTOSHUS
noJicucTeM 0€30IacHOCTH, KOHTPOJIb
Harpys3ku U pe>KMMOB pabOThI CETEBOI
ONEPaMOHHON CHCTEMBI

6 yacos

DKCIUTyaTalus
aBTOMAaTU3HPOB
AHHBIX
(uaopmaron

JluarnocTuka cetu (ping, traceroute,
tcpdump, Wireshark).

[Touck u ycTpaHeHune ya3BUMOCTEN B
KOH(UTYpali MEXKCETEBBIX SKPAHOB.

OCHOBEI CETEBOIT
muarnoctuku (OSl,

TCP/IP).
MeTtonabl aHamm3a

IIM.01 Dkcrtyaranuys aBTOMaTU3UPOBAaHHBIX
(uH(OPMAITMOHHBIX ) CHCTEM B 3alIUIIIEHHOM
UCIIOJHEHUU

M/K.01.05 DxcrutyaTanusi KOMIbIOTEPHBIX

8 yacos
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Bunnl
eATeJLHOCTH

Buabl pador

Conep:xkanue
OCBOEHHOI0 Y4eOHOT0
MaTepuaJia,
Heo0X0aMMOoro aJis
BLINOJIHEHUS BHJIOB
padoT

HanmeHoBaHMe y4eOHBIX THUCHMILINH,
MEKIUCHUILINHAPHBIX KYPCOB, €
yKa3aHueM TeM, 00ecreqYuBaIoImnX
BbINOJIHEHHE BH/I0B padoT

KoanuecTtBo
9acoB
(Hemesb)

HBIX) CHCTEM B
3alIUIEHHOM
UCTIOJTHCHU U

BoccranoBnenue paboTsl ciryx0 mocie coos
(mepe3arryck IeMOHOB, OTKAT
KOH(UTYparui).

CETeBOro Tpaduka.

ceTen.

Pa3znen 6. /Ilnarnoctuka KOMIOHEHTOB
CHUCTEM 3allluThl HH(pOpMaLIUU
ABTOMATHU3MPOBAHHBIX CHCTEM, YCTPAHCHUE
OTKa30B M BOCCTAHOBJICHUE
paboTOCIOCOOHOCTH aBTOMATU3UPOBAHHBIX
(MH(GOPMAITMOHHBIX ) CHCTEM B 3alTUIIICHHOM
UCTIOJTHCHHUH

Tema 6.2. OcyiiecTBieHne JUarHOCTUKH
KOMIBIOTEPHBIX CETEH, ONpe/eeHre
HEUCTPABHOCTEH U COOEB MOICUCTEMBI
0€30MaCHOCTH M YCTPaHEHUE HEUCITPABHOCTEHN

DKcrutyaTanus
aBTOMATHU3HPOB
aHHBIX
(uHpOpMaOH
HBIX) CHCTEM B
3aIUIIICHHOM
UCTIOJTHEHU U

OdopmiieHre aKTOB BBITIOJIHEHHBIX padoT.
CocraBieHHe OTYETOB I10 BBISIBIEHHBIM
uHimaeHTaMm (popmar IODEF).

Benenue xxypHana ydera 000py10BaHUSI.

CrangapTsl
nokymentuposanus (ITIL,
I'OCT P 56939-2016).
OCHOBBI TEXHHYECKOTO
MHUCATETHCTBA.

IIM.01 Dkcrtyaranys aBTOMaTU3UPOBAHHBIX
(MH(OpPMAITMOHHBIX ) CUCTEM B 3alIUIIIEHHOM
UCTIOJIHEHUH

MJK.01.04 Dxcrumyaramust
aBTOMATHU3UPOBAHHBIX (MH()OPMAIIMOHHBIX )
CHCTEM B 3all[MIIIEHHOM UCIIOJHEHUH.
Pasznen 6. /[narHoctrka KOMIOHEHTOB
CHUCTEM 3allluThl UH(pOpMaLIUU
ABTOMATH3MPOBAHHBIX CHCTEM, YCTPAHEHHE
OTKa30B U BOCCTAaHOBJIEHUE
paboTOCIOCOOHOCTH aBTOMATU3UPOBAHHBIX
(MH(MOPMAITMOHHBIX ) CHCTEM B 3alTUIIICHHOM
WCTIOJTHEHU T

Tema 6.3. 3anoiHeHNE OTYETHON
JTOKYMEHTAIUH 110 TEXHUYECKOMY
0OCITY’)KHBAaHHUIO M PEMOHTY KOMITBIOTEPHBIX
cere

6 yacos

Co3nganue OTYETHON JOKYMEHTAIUH 10
y4eOHOIl MpaKkTHuKe

PabGora Hag oTuéTHON
JOKYMEHTAlUEW MO
y4eOHOM TTpaKTHKE.

IIM.01 Dkcrtyaranuys aBTOMaTU3UPOBAaHHBIX
(uH(OPMAITMOHHBIX ) CHCTEM B 3alIUIIIEHHOM
UCIIOJHEHUU

Pa3nen 7. OTuerHas JOKyMeHTaIus y4eOHOM

2 4acoB
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Conep:xkanue
OCBOEHHOI'0 y4eO0HOr0

HaumenoBanue y‘leﬁHbIX JAUCHHUIIINH,

KoangecTBo
Buael Buabi pador MaTepuasa, MEKTUCHUTILINHAPHBIX KYPCOB, € 4ACOR
JeATEJbHOCTH Heo0X0AMMOro aJis yKa3aHHeM TeM, 00ecequBaIIINX (Hexen)
BBLINOJIHEHUSI BUIOB BBINOJIHEHHE BHIOB PadoT
padoT

PAKTHKU

Tema 7.1. PaGora Hax oT4eTHON

JIOKYMEHTAIUEH 110 YUeOHOM MpaKTHKE

BCEI'O: | 108 yacos
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3. YCJIOBUS OPTAHU3AIIMM U ITPOBEJEHUS YYEEHOM
IHPAKTUKH

3.1. TpeOoBanusi K JOKyMEHTAIIMH, HEOOXOAMMOI JJisi NpPOBedeHHUs
NPAKTHKH:

- pabouas rmporpamma yuyeOHOM MPaKTUKY;

- XKypHas Mpo(ecCuOHATBLHOTO MOAYJI U BUAOB IPAKTUKU;

— JTHEBHUK YUEOHOM MPAKTUKU;

— OTUY€T M0 Y4eOHOU MPaKTHUKE.

3.2. TpeGoBaHusi K y4eOHO-MeTOAMYECKOMY 00ecleYeHNI0 MPAKTUKH:

- KOMILJIEKT y4eOHO-METOIUYECKON JOKYMEHTAINH;

- yueOHbIE€ CTEH]Ibl TEXHUUECKUX CPEACTB (PU3MUECKON 3aIUThl 0OBEKTOB
uH(pOpMaTU3aLUY;

— KOMIUJICKT CIICHUAJIBHOI'O IMTPOIPpaMMHOIO oOecrieucHusI.

3.3. TpedoBaHusl K MATEPUAJIBLHO-TEXHUYECKOMY 00eCeYeHHUI0:

VYyeOHast mpakTUKa IPOBOJUTCS B J1A0OPATOPUHU U pabOYUX MECT JabopaTopuu
MH(POPMAILIMOHHBIX TEXHOJIOTHM, MTPOrpaMMUPOBaHUs U 0a3 TaHHBIX:

— paboune MecTta Ha Oa3e BBIUMCIUTEIBHOW TEXHHUKH, MOAKIIOYEHHBIE K
JIOKaJAbHOM BBIYMCIUTEIBHOM CceTH U UH(GOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHON
cetu MHTepHeT;

— IUCTPUOYTUB yCTaHABIMBAEMOM ONEPALIMOHHON CUCTEMBI;

— BHUpTyaJibHas MamiMHa s paboThl €  ONEPAalMOHHOW  CHUCTEMOMU
(runepBuU30p);

— CVYb/I;

— CASE-cpencTtBa 1715t IpOSKTHPOBAHUS 0a3bl JTaHHBIX;

— UHCTPYMEHTaJIbHAs Cpefa NporpaMMHUPOBAHUS;

— NAKCT IMPHUKIIaJHBIX IIPOrpaMM.
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O6opynoBanue jgabopaTopuu u paboOYMX MECT JTaOOPATOPUU CETEH U CUCTEM
nepeaadn nHGOpMaIiu:

— paboure Mecta Ha 0a3e BBIYMCIUTEIBLHON TEXHHUKH, MOJIKIIOYEHHBIE K
JOKAJIbHOM BBIUMCIUTEIBHOW CETH M HH(POPMAIMOHHO-TEIEKOMMYHUKAIIHOHHOM
cetu HTEpHET;

— CTEH/IbI CeTel nepeaun JaHHBIX;

— CTPYKTypUpOBaHHas KabenbHasi CUCTEMA;

— HMYJATOP (3MYJIATOPHI) AKTUBHOTO CETEBOTO 000PYI0BaHUS;

— MPOrpaMMHOE 00ECIIEYEHUE CETEBOTO 00OPYAOBAHMUS.

O6opynoBanue abopaTopuu U pabOUUX MECT J1abOpaTOPUHU MPOTPAMMHBIX U
IPOrpaMMHO- alllapaTHBIX CPEICTB 3aIIUTHI HHDOPMAIUU:

— paboune Mecta Ha 0a3e BBIUMCIUTEIHHOW TEXHHUKH, MOIKIIOYCHHBIE K
JOKQJIbHOM BBIUMCIUTEIBHOW CETH M HMHPOPMALMOHHO-TEIEKOMMYHHUKAIIMOHHOM
cetu MHTepHeT;

— aHTUBHUPYCHBIN IPOTPaMMHBIA KOMILIEKC;

—  MporpaMMHO-almapaTHble  CpPeACTBAa  3alllUThl  MHPOPMAIUU  OT

HCCAHKIMMOHUPOBAHHOTO JOCTYIIA, 6J'IOKI/IpOBKI/I A0CTYyIla U HAPYIICHUSA LEJIOCTHOCTH.

3.4. UndopmannoHHoe odecnevyeHre pean3auuu NporpaMmbi

3.4.1. OcHOBHBIE TICYaTHBIC UCTOUYHUKH:

1. [Narapuna JI.I. Pa3spaboTka u OKCIUTyaTanus aBTOMAaTH3MPOBAHHBIX
MH(POPMAIIMOHHBIX CUCTEM [DJIEKTPOHHBIA pecypc]: YueOHoe mocobue. - Mockaa:
N3narenbckuit JJom «@OPYM», 2021. - 384 c.

2. besyknaguukoB 1. U., Kon E. JI., FOxakoB A. A. [IpoektupoBanue u
AKCIUTyaTalMsi aBTOMATU3UPOBAHHBIX  CHCTEM  JUCHETYEPCKOTO  yIpaBJEHUS
00BEKTaMH KPUTUUYECKOW HHPPACTPYKTYpPhl COBPEMEHHOTO Topojaa [DIEeKTPOHHBIN
pecypc]: yuebHoe nmocodue. - [lepms: [THUITY, 2012.

3. [Narapuna JI.I'. Pa3paboTka u »SKCIulyatamusi aBTOMaTH3WPOBAHHBIX
WH()OPMAITMOHHBIX CUCTEM [DJIEKTpOHHBIA pecypc]: YueObHoe mocobue. - Mockaa:

Nznarensckuit Jom «DOPYM», 2019. - 384 c.
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4, Pacnpenenennbie u ynajieHHble 0Oa3bl JgaHHbBIX: yueOHuk / B.IL
AranpIios. M.: N «DOPYMp»: NHO®OPA-M, 2018.
271c.http://znanium.com/catalog.php?bookinfo=929256 3.  demgopoBa, [.H.
PazpaboTtka m agmuHHCTpUpoBanue 0a3 maHHbIX [Tekcr]: yuebnuk mis CIIO. - 2-¢
u3a.,crepeorunt. M. Akagemus, 2017. - 320 c. (Ilpod. o6pazoBanue).

5. ®denopoa I'.H. PazpaboTka, agMuHUCTpUpOBaHME M 3amuTa 0a3
JTaHHBIX: Y4YEOHUK [JIsl CTYACHTOB YUPEXKIECHUH CpeaHero mnpodecCHOHaIbLHOTO
oOpazoBanus. 4-e¢ uznaHue, nepepaboranHoe. — MockBa: W3narenbCkuil LEHTP

«Axagemusi», 2020. — 288 c.

6. AranbiioB B.I1. ba3bl ganubIx [DnekTpoHHBIN pecypc]: YuebHuk: B 2
kaurax Kuwmra 1: JloxkampHble 0a3bl JaHHBIX. - MockBa: HM3marensckuii Jlom
"OOPYM", 2020. - 352 C. — Pexxum JOCTyTIA:

https://znanium.com/catalog/document?id=356212

7. AraneiioB B.I1. ba3bl ganHbIX [DnekTpoHHBIN pecypc]: YueOHuk: B 2
kaurax. - Mocksa: Uzmarensckmii Jlom "O@OPYM", 2020. - 271 c. — Pexxum mocTyma:
https://znanium.com/catalog/document?id=358742

8. [Tomumyx FO.B., bopoBckuii A.C. ba3pl gaHHBIX M HX 0€30MaCHOCTH
[DnexTpoHHBIN pecypc]: YuebHnoe nmocodbue. - MockBa: OO0 "Hay4uHo-u3narenbCckui
LEHTP MHOPA-M", 2021. - 210 C. — Pexum JOCTYyTIA:

https://znanium.com/catalog/document?id=365330

3.4.3. JIonoTHUTEIbHBIC NCTOYHUKH:

1. HNubopMalimoHHO-CIIpaBOYHAsT CHCTEMa IO JOKYMEHTaM B o00jacTu
TEXHUYECKOU 3amuThl nHGopManun www.fstec.ru

2. Nudopmarmonnslii moptai no 6e3omnacHocTd www.SecurityLab.ru.

3. OOpaszoBaTenbHble  MOpPTalbl MO  Pa3JIUYHBIM  HaIpaBICHUSAM

oOpazoBanus u Temaruke http://depobr.gov35.ru/

4, Poccuiickuii OnoMeTpuyecKui mopraa www.biometrics.ru

5 Caiit xxypHana Mandopmarmonnas 6e3omacHocTs http://www.itsec.ru
6. Caiit HayuyHoii anekTpoHHOM 6ubanoTekn www.elibrary.ru

7 CrpaBouHo-mipaBoBas cucteMa «I apanT» www.garant.ru
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8. CnpaBouHO-TIpaBOBast cucrema «KoHCynbTaHT [Tmroc»
www.consultant.ru

Q. ®denepanpHas CiIyxk0a MO TEXHUYECKOMY MU HKCIOPTHOMY KOHTPOJIIO
(®CTIK Poccum) www.fstec.ru

10. ®epnepanbHbIi nopran «MHpOopMalIMOHHO-KOMMYHUKAIIUOHHBIE
TEXHOJIOTUU B 00pa3oBaHuM» www.ict.edu.ru

11. ®enepansHblil mopTan «Poccuiickoe oopasoBanune Www.edu.ru

3.5. TpeOoBanusi K PYKOBOAMTEJAM IMPAKTHUKH OT 00pa3oBaTeIbHOIO
YUpeKIeHUsI:

TpeOoBanusas K  KBAIM(PUKANUM  NEJArOTHYeCKUX  (HMHKEHEPHO-
neJaroru4YecKux) KaJpoB, o0ecneynBaKOIUX o0yuyeHue no
MEKTUCHUILINHAPHOMY KYPpCY:

= HaJI4ue BBICIIIETO po¢eCCUOHATIBHOIO oOpa3oBaHus,
COOTBETCTBYIOIIETO MPOQUI0 MOAYIsS «3aummra HHPOPMALMH TEXHUYECKUMHU
CpEIICTBaMI» WUJTU TIEPBOM M BBICIICH KBATU(DUKAITMOHHONW KATETOPUH TIPEToaBaTems
CHeUaTbHBIX JUCLMIIINH.

TpebdoBanus K KBaJIU(pUKATHA neJarorn4ecKux KaJpoB,
OCYLLECTBJIAIOIINX PYKOBOJCTBO NIPAKTHKOM

NHxeHepHO-IIeIarOrn4ecKMi COCTaB:

= JTUTIIOMUPOBAaHHbBIE CHEUUAIUCTBI — pernojaBaTeu
MEXIUCIUIUIMHAPHBIX KYpCOB, a TakXke o0menpodecCuoOHaNbHBIX  JIUCIMIUIMH:
«Texunueckue cpencrtsa nHbpopmaruzauumy», « Teopuss UHPOPMALIMOHHBIX CUCTEM,
«OcHOoBBbl  MHOpMAIMOHHOW  Oe3omacHocTH», «Teopuss uHpOpManuu u

KOJAUPOBAHUS.
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4. KOHTPO.Ib M1 OLIEHKA PE3YJIbTATOB YUYEFHOUM ITPAKTUKHA

l. JIlHEBHHK IO MpPAaKTUKE, B KOTOPOM YKa3aHbl: JIMCT HHCTPYKTAXEH,
XapaKkTepUCTUKa 0a3bl IPAKTUKU U pabOYero MecTa, MHANBUAYAIbHBIN IJ1aH PadoThl
CTYZICHTA B TEUCHHE KAXKIOW HEAeTU YI4eOHOM MPaKTUKH, TUCT CaMOaHaIn3a.

2. OT4ér O mpakTUKe, B KOTOPOM YyKa3aHbl BHJbl pabOT IO H3YYEHHBIM
pazzaenaM NpoQEeCCHOHAIBHOIO MOJAYJIS € YKa3aHHMEM CaMOOLEHKHM OCBOEHHBIX
npo(ecCHOHANBHBIX M OOIIUX KOMIIETEHIIMM W 3aKIIOYEHUEM PYKOBOJIUTEIS
y4eOHO! MPaKTUKHU O MATHOAIBHOMN cucTeME.

[lo uroram y4eOHOW NPAKTUKH MPOBOIATCSA 3alUTa OTYETOB IO MPAKTHKE,
IPETYCMOTPEHA 3a CYET YacOB OTBEACHHBIX HA MPAKTUKY. OTYETHI MO MPAKTUKE U
JTHEBHUKHU CAAIOTCS] PyKOBOJIUTEINO YU€OHOM MPAKTUKU OT KOJUIE KA.

Jlns ouieHKH c()OPMUPOBAHHOCTH MPOGECCUOHAIBHBIX U OOIIUX KOMITETEHIUN
[0 UTOraM Y4YeOHOH MpaKTUKH O(QOPMIISIIOTCS aTTECTAllMOHHBIE JIUCTHI M UTOTOBas
OLICHOYHAas BEIOMOCTb.

BrinonHenHas nporpaMma yueOHOM MPAKTUKH, CAAHHBIE THEBHUKU U OTYETHI,
aTTECTAlMOHHBIE JINCTBI W OLICHOYHBIE BEJIOMOCTH SBJISIOTCS OCHOBAaHHUEM
ycnemHoro ocsoenusa B/l DkcmtyaTanust aBTOMaTU3UPOBAHHBIX (MH()OPMAIMOHHBIX )
CUCTEM B 3ALIUILEHHOM HCIIOJHEHUH, OTBEYAOUIUX 3a MPEAOCTABICHUE CTYAEHTA K

DK3aMEHY 110 MOIYIIIO.
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