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1. IACIIOPT ITPOr'PAMMBbI YUEBHO TPAKTUKHA
IIM.03 3ammrTa uaopmanuu B MHPOPMALMOHHO-TEJIEKOMMYHHKALMOHHBIX
CHCTEMAaX U CETHAX C HCMO0Ib30BAHMEM TEXHHYECKHX CPEACTB 3aIUThI

1.1. llesb ¥ IJIaHUpPYeMble Pe3yJbTAThl 0CBOEHUS MPO(PecCHOHATIBLHOT0 MOIYJIs
PesynpraTom yueOHO# mpakTuku npodeccruonambHoro moayisa I11IM.03 3ammura uHbopmaruu B
WH(OPMAIIMOHHO-TEIIECKOMM YHHKAITMOHHBIX CHCTEMaX U CETAX C UCIOJIb30BAHUEM TEXHHYCCKUX
CPEIICTB 3allUTHI SBISETCS OBJaJIeHHE 00YYarOIIMMUCS BUJOM AESTEIbHOCTU 10 HAIpPaBICHHIO:
3amurta wHbOpMANUKU B HHPOPMAIIMOHHO-TEICKOMMYHUKAIIMOHHBIX CHUCTEMAaX M CETAX C
MCIIOJIb30BaHUEM TEXHUYECKUX CPEACTB 3alIUThl, B TOM umcie npodeccuonansubivu (I1K) u
o6mumu (OK) koMneTeHIusAMuU

1.1.1. Ilepeyenb o0MMX KOMIETEHIIUI

Kon HanmeHoBaHue 001X KOMIETEHINH

OK.01 Bribupath ciocoOsI penenus 3a1ad npo(ecCHOHAIBHON JesITeIbHOCTH,
IPHUMEHHUTEIbHO K Pa3IMYHBbIM KOHTEKCTaM.

OK.02 Hcnonp30BaTh COBPEMEHHBIE CPEJICTBA IIOUCKA, aHAIM3A U UHTEPIPETAIIUU

uH(popMannu, 1 HHGOPMALTMOHHBIE TEXHOJIOTUH JUIsl BBIIOJHEHHS 33134
1po(hecCHOHATILHON e TENbHOCTH.

[1naHupoBaTh U PEATU30BBIBATE COOCTBEHHOE MPOPECCHOHAIBHOE U INYHOCTHOE
pa3BUTHE, IPEANPUHIMATEIBCKYIO IEATEILHOCTD B MPodecCHoHaIBHOM cdepe,
UCIIOJIb30BaTh 3HAHMUS 110 TIPABOBOI U (PUHAHCOBOI rPAaMOTHOCTH B Pa3IMYHBIX
JKU3HCHHBIX CUTYyallusiIX.

OK.03

OK.04 D¢ dexkTnBHO B3aMMOIEHCTBOBATh U pabOTaTh B KOJJICKTUBE U KOMAH/IE.

OcCymiecTBIATh YCTHYIO U TMCBMEHHYI0 KOMMYHHUKAITUIO Ha TOCYAaPCTBEHHOM SI3BIKE
OK.05 Poccuiickoii @enepanuu ¢ y4éToM 0COOEHHOCTEN COLUAIBHOTO U KYJIbTYPHOTO
KOHTEKCTA.

[TposBIATH TPaKIaHCKO-TIATPHOTHYECKYIO MO3UIIHIO, IEMOHCTPHPOBATH OCO3HAHHOE
MOBEJICHNE Ha OCHOBE TPAJUIIMOHHBIX POCCUICKHUX TyXOBHO-HPABCTBEHHBIX

OK.06 LIEHHOCTEH, B TOM YHCJIE C YUETOM rapMOHHU3ALNN MEKHAIIMOHAIBHBIX U
MEXPETUTHO3HBIX OTHOIIEHUH, IPUMEHATh CTaHIAPThl AaHTUKOPPYILIHOHHOTO
MIOBEJICHHUSI.

CopnelicTBOBaTh COXPaHEHUIO OKPYXKAIOIEH Cpeibl, pecypcocOepeKeHn 0, TPUMEHSTh
OK.07 3HaHMS 00 U3MEHEHUH KIIMMaTa, MPUHIUIBI OepeKIINBOr0 POU3BOACTBA, 3P (HEKTUBHO
JIEIICTBOBAThH B YPE3BBIYANHBIX CUTYaLMSIX.

Hcnonmp30Bath cpecTBa GU3NUISCKON KYIbTYPHI U COXPAHCHHSI U YKPETIIICHUS
OK.08 3JI0pPOBbS B Ipoliecce MPOPECCHOHATHHON ASSITENFHOCTH U TIOICPKAHUS
HE0OXOAMMOT0 YPOBHS (DU3NIECKOM MOTOTOBICHHOCTH.

ITonw3oBaThCs HpO(I)CCCHOHaHBHOﬁ HOKYMCHTaHHCﬁ Ha roCy1apCTBECHHOM U
HHOCTPAaHHOM A3bIKax.

OK.09

1.1.2. IlepeyeHp npogecCHOHATbHBIX KOMIICTEH M

B/ 3ammTa nHpOopManHK B HHGOPMAITMOHHO-TEICKOMMYHHUKAIIMOHHBIX CUCTEMAaX U
CETSIX C UCTOJIb30BAHUEM TEXHUYECKHUX U (U3NUYECKUX CPEJICTB 3alIUTHI

IIpon3BoANTh YCTAHOBKY, MOHTaX, HACTPOMKY U MCIBITAHUS TEXHUUECKUX CPEACTB
[IK 3.1 | 3amuThl ”HPOPMALIUHU OT YTEUKHU MO TEXHUUECKUM KaHajia B HUH(OPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CUCTEMAX M CETSIX

[IpoBoauTh TEXHUUECKOE OOCITYy)KUBaHHE, JUATHOCTUKY, YCTPAaHEHHE

I1K 3.2 .
HEHCIIPAaBHOCTEH U PEMOHT TEXHUYECKUX CPEACTB 3alIUThI HH(OpMAIHN




HCITIOJIb3YCMBIX B I/IH(i)OpMaHI/IOHHO'TeHeKOMMYHI/IKaHI/IOHHBIX CUCTEMAX H CCTAX

OC}’H.IGCTBJISITB 3alIUTy I/IH(i)OpMaLII/II/I OT YTCUKH 10 TCXHUYCCKUM KaHaJlaM B

IIK 3.3 MH(POPMAITMOHHO-TEIEKOMMYHUKAITMOHHBIX CUCTEMAX M CETAX C UCIOJIb30BAaHUEM
TEXHUYECKUX CPEJICTB 3aIUTHl B COOTBETCTBUU C MPEIBIBISIEMbIMU TPEOOBAaHUSIMU
K 3.4 [IpoBoaUTH OTAENBHBIC PAOOTHI O (PU3NYECKOMN 3aIIUTE TUHUHN CBS3H

MH(OPMAIMOHHO-TEJICKOMMYHUKAITMOHHBIX CUCTEM U CETEH.

1.1.3. B pe3yabTaTte ocBoeHus NPOodecCHOHAIBLHOT0 MOAYJIA 00YYAIOIIHIICS JTOJIKEH::

Bnaners
HaBBIKAMH

- YCTaHOBKA, MOHTa)K M HACTPOMKA TEXHUUECKHUX CPEJCTB 3aIUThI
uH(pOpMaIHH;

- TEXHUUYECKOE 00CITy’)KUBAaHUE TEXHUUECKHUX CPEJCTB 3aIUThI
nH(pOpMAIHH;

- IPUMEHEHHE OCHOBHBIX THIIOB TEXHUUYECKUX CPEACTB 3aIUThI
nH(pOpMAIHH;

- BBISIBJIEHHE TEXHUYECKHUX KaHAJIOB yT€UYKH HH(OpMALUH;

- y4acTHe B MOHUTOPHHTE 3()(HEKTUBHOCTH TEXHUYECKHX CPE/ICTB 3aIIUTHI
nHpopManuu,

- JMArHOCTHKA, YCTPaHEHUE OTKA30B U HEUCIIPABHOCTEM, BOCCTAHOBIIEHUE
paboTOCIIOCOOHOCTH TEXHUYECKUX CPEACTB 3alUThl HH)OPMALINY;

- npoBeneHue usmepenuit napamerpoB [IDMUH, co3naBaembix
TEXHHYECKUMHU CPEJICTBAMHU 00PaOOTKU HHPOPMAIIMH ITPU ATTECTAI[MH 0OBEKTOB
nH(popMaTHU3aLny;

- IpOBE/IEHUE U3MEPEHUH MapaMeTpoB (POHOBBIX LIIYMOB, a TAK)KE
(bU3UYEeCKUX TOJIeH,

- CO3/1aBaeMbIX TEXHUYECKUMU CPEACTBAMU 3allUThl HHPOPMALINY;

- YCTAHOBKA, MOHTaXX U HACTPOIKa, TEXHUYECKOE 00CITyKUBaHHUE,
JUAarHOCTHKA, YCTPAHEHUE OTKAa30B U HEUCIIPABHOCTEW, BOCCTAHOBJICHHE
paboTOCIIOCOOHOCTH UHKEHEPHO-TEXHUYECKHX CPEACTB (PU3NUECKOM 3alUThI

YmMmern

— [PUMEHSTh TEXHUYECKHE CPEJICTBA AJIsl KpUNTOrpapuuecKkon 3aiiuThl
nH(popManny KOH(QUIACHIIMAIBLHOTO XapaKTepa;

— TPUMEHSTb TEXHUYECKHE CPE/ICTBA JUIsl YHUYTOXKEHU HHPOPMALIUU U
HocuTenel nHpopmarumy;

— MPUMEHSITh HOPMATHUBHbIE MPABOBBIE aKThI, HOPMATHBHbIE
METOJIMYECKUE IOKYMEHTHI 0 00€CIeUEeHUIO 3aIUThl HHpOpMauu
TEXHUUYECKUMU CPEICTBAMU;

— MPUMEHSTh TEXHUYECKHE CPEJICTBA AJIS 3alIUThl HHOpMauu B
YCIIOBUAX MPUMEHEHUS] MOOMJIBHBIX YCTPOMCTB 00pabOTKU U Mepeaun
JTAaHHBIX;

— IPUMEHATH CPEACTBA OXPAaHHOW CUTHAJIN3ALMHU, OXPAHHOTO TEIEBUICHUS
U CUCTEM KOHTPOJIS M YIPABIEHUS JOCTYIIOM;

— MPUMEHSTh UHKEHEPHO-TEXHUYECKHE Cpe/ICTBA (PU3HMUECKOM 3aIIUThI
00BEKTOB HHPOPMATH3AIII

3HaTh

— TIOPAAOK TEXHUYECKOTO 0OCITYKMBAaHHSI TEXHHUECKUX CPEJICTB 3AIIUTHI
nH(pOpMaIHH;

— HOMEHKJIATypY NMPUMEHSIEMbIX CPEICTB 3alIUTHl HHHOPMALIUH OT
HECaHKI[HOHUPOBAHHOM yTEUKH 110 TEXHUYECKUM KaHalaM;




— (¢usnyecKkre 0OCHOBBI (POPMHUPOBAHUS TEXHUUECKUX KAHAIOB YTCUKU
nH(popManuu,

— CIocoOBI UX BBISBICHUS U METO/IbI OLIEHKH OMACHOCTH, KJIaCCU(PUKALIUIO
CYIIECTBYIOIIUX (PU3MUYECKHX MOJIEeH U TEXHUYECKUX KAaHAJIOB YTEUKH
nH(popManuu,

— CTPYKTYpY U ycioBUs (POPMUPOBAHHS TEXHUIECKUX KAHAJIOB YTEUKH
uH(pOpMaIHH;

— MOPSAJIOK YCTPAHEHUS HEUCIPABHOCTEH TEXHUUECKHUX CPEJCTB 3aIIUThI
nH(OPMALIUY U OPTaHU3AlMHA PEMOHTA TEXHUYECKUX CPEJICTB 3aLUThI
uH(pOpMaIHH;

— METOJIMKH UHCTPYMEHTAIBHOTO KOHTPOJIA 3(h(HEKTUBHOCTH 3aIIUTHI
uHpopmanuu, oopadaTeiBa€MOi CpeCTBAMH BBIYUCIUTEIHHON TEXHUKH
Ha 00beKTax HHPOPMATHU3ALINY;

— HOMEHKJATYpy M XapaKTepUCTUKU anlapaTypbl, UCIIOIb3YEMON IS
n3mepenus napamerpoB [IDMUH, a taxxe napameTpoB OHOBBIX
IIYMOB U (PU3UYECKUX TOJIEH, CO3/1aBaeMbIX TEXHUYECKHUMHU CPEACTBAMU
3aIUThl HH()OPMALINK;

— OCHOBHBIE MPUHLIUIBI ACUCTBUS M XapaKTEPUCTHKH TEXHUIECKUX
CpencTB (PU3MUECKON 3aIUTHI;

— OCHOBHBIE CTIOCOOBI (PU3NUECKON 3alTUTHI HHGOPMAIUY;

— HOMEHKJIATypy MPUMEHSIEMBIX CPECTB (PU3MUECKON 3aIUTHl OOBEKTOB
nHpOpMaTU3aLUU

— 0COOCHHOCTH MPUMEHEHHS MPOTPaMMHO-aNapaTHBIX CPEICTB
o0ecrieyeHnss THPOPMALIMOHHOM 0€30MacCHOCTH B TEJIEKOMMYHHUKAIIMOHHBIX
cucTeMax;

- OCHOBHBIE CITOCOOBI MPOTUBOJICHCTBUS HECAHKIIMOHUPOBAHHOMY
JOCTYNy K HH(OPMAIIMOHHBIM pecypcaM UH()OPMAIIHOHHO-
TEJIEKOMMYHHUKAIIMOHHON CUCTEMBI;

— OCHOBHBIE MOHATHUS KpUNTOTpaduu U TUIIOBbIE KPUMITOTpadruIecKue

MCETOJABbI 3aIllINThI I/IH(i)OpMaI_H/H/I.

1.3. Konn4yecTBo Heaeb (4aCOB) HA OCBOCHHME TPOrPAMMBI Y4eOHOM NPAKTHKH
Bcero: 2 HEENH, 72 qaca.




2. CTPYKTYPA U COAEPX KAHUE ITIPOTPAMMbBI YYEBHOU ITPAKTUKH

2.1. TemaTH4ecKu miaaH

O0bem BpeMeHH,

Koabt .
(bOpMHDYeMbIX HanmenoBanue Tem HQO¢CCCHOH3HLHOFO OTBE/JCHHBbIN HA
N MO/YJIsl Y4eOHOI MPaAKTUKH NMPAKTUKY
KOMIEeTeHIUI
(uacax)
WHCTpyKTaX 1O OXpaHEe TPyAa U TEXHUKE
0e30macHOCTH. 3HAKOMCTBO C 33JlaHUeM Y4eOHOU 2 yaca
MIPAKTUKHU.
Paszgea 1. YcranoBka u HacTpoiiKa TEXHUYECKUX CPEJICTB 3AIUTHI
nHpopmanuu.
Tema 1.1. YcraHOBKa U HACTPOIKa TEXHUYECKUX
CpeICTB 3auuThl HHGopMauu. MoHTax 6 yacoB
pa3JIMYHbIX TUIIOB JATYUKOB.
Tema 1.2. [IpoekTrpoBaHre YyCTAHOBKH CUCTEMBI
MOKapHO-OXPAHHON CUTHAIM3AIMH 110 33JaHHIO0 U 8 gacos
€€ peanu3alusi.
Tema 1.3. I3mepenue napaMeTpoB PU3NIECKUX
nonieit. [IpuMeneHue mpoMbIIIIEHHBIX
ocmuIorpadoB, 9aCTOTOMEPOB U TEHEPATOPOB U 8 yacoB
JIpyroro o0OpyAOBaHUs I 3alIUTHI
MH(pOpMaLIUH.
Pa3nen 2. PaccMoTpeHne CUCTeMbI KOHTPOJIS U YIIPaBJICHUS JOCTYIIOM.
OK 01 OK 09 Tema 2.1. PaccmoTpeHue cucteMbl KOHTPOJIS U 8 4acOB
yIpaBIeHUS TOCTYIIOM.
[K 3.1-TIK.3.4 Tema 2.2. PaccMoTpeHMe NPUHIUIIOB pabOThI
CUCTEMBI BUIICOHAOIIOICHUS U €€ 8 yacoB
MIPOCKTUPOBAHUE.
Tema 2.3. PaccMoTpeHHe JaTYUKOB NIEPUMETPA, 8 qacon
WX MPUHIUIIOB PabOTHI.
Tema 2.4. BrinonHeHne 3ByKOU30JISILIUU
8 wacos

MMOMEIIECHUI CUCTEMBI 3aIllIyYMJICHUS.

Pa3nen 3. Peannzanus 3aiUThl OT YTEUKHU I10 HEMSAM 3JIEKTPONUTAHUS U

3a3€MJICHUS.
Tema 3.1. PazpaboTka opraHu3aliiOHHbIX U
TEXHUYECKUX MEPOIPUATUM 10 33]JaHUIO 8 waca
MIPETNO/IaBaTeIs.
Tema 3.2. Pa3paboTka OCHOBHOW JOKYMEHTAIlUU
o WHXEHEPHO-TEXHUIECKOM 3aIIuTe 6 JacoB
uHOpMaInu.
Tema 3.3. OTueTHas JOKyMEHTAIHSI 32 YICOHYIO 7 waca
MPaKTUKY

NUTOIO: 72 yaca




2.2. Conep:xaHue NPAKTHKHA

Conep:kaHue 0CBOEHHOI0

HaumeHoBaHnue yueOHbBIX IMCIUIINH,

KoaunuectB

Bunsl Bus1 paor y4eOHOro MaTepuaJia, MEKTUCIHUTLTHHAPHBIX KYPCOB, ¢ YKa3aHHEM 0 19COB
JeATeILHOCTH HEeO00X0AMMOro JIJIs TeM, 00ecneYHBaIOIIUX BLINOJHEHHE BHI0B

BBINOJIHEHN S BUIOB padoT padot (nenen)
3amura I/I3yquHe I/IHCprKLll/If/'I 10 OXpaHe I/IHCprKLII/II/I I10 OXpaHe I/IHCprKTa}K I10 OXpaHe TpyJa U TEXHUKE
HH(pOPMALIHY B TpyJla U TEXHUKE O€30MacCHOCTH TPpy/Jla U TEXHUKE 6e30MaCHOCTH. 2 yaca
UH(GOPMALMOHHO- 0e30macHOCTH. 3HAKOMCTBO C 3a1aHKe yueOHOM NPAKTHKU
TEJIEKOMMYHHUKAI] | TeopeTHyecKre OCHOBBI HHKEHEPHO- Oco6ennoctu uapopmaruu | IIM.03 3amura uadopmanuu B
HOHHBIX TEXHUYECKOH 3aIUThl HHPOPMALIUH KaK MpeIMETA 3alUTHI. MH()OPMAITMOHHO-TENEKOMM YHUKAIIMOHHBIX
CHCTEMAaX U CETIX CBoiicTBa HHpOPMALHHL. CHCTEMAX U CETAX C UCHOIB30BAHUEM

TEXHUYECKUX CPEJICTB 3aIUTHI.
© BHatet, neTouHHKi 1 N M/K.03.01. 32113111?“21 I/IHCE-IOpMaLII/II/I B UTKC ¢
HCIIOJIb30BaHUEM HOCHUTEIHN 3alUIIaeMO1
HCIIOJIb30BAHUEM TEXHUYECKUX CPEICTB

TEXHUYECKUX nH(popMaIuu. 3AIITEL
CPEJICTB 3aIIUTHI Jlemackupyronme mpu3HaKku Paznen 1. YcraHoBka U HacTpoiika

00BEKTOB HAOIIOACHHS, TEXHHYECKUX CPEJICTB 3aIIUTHI HH()OPMAIIHH.

CUTHAJIOB U BCIICCTB. Tema 1.1. YcraHoBKa U HacTpoMKa.

ITonsarue 06 omacHOM TEXHUUYECKUX CPEACTB 3aIUThI HH(pOpMAIIHH.

cur"aie. Mcrounuku MoHTax pa3NIuYHbIX TUIIOB TaTYHKOB.

OITACHBIX CUTHAJIOB. 6 yacoB

OcHOBHBIE U
BCIIOMOTaTeJIbHbIE
TEXHUYECKHE CPEJICTBA U
cucteMbl. OCHOBHBIE
PYKOBOJISIIIHE,
HOPMaTUBHBIE U
METOJANYECKHE JOKYMEHTBI
10 3aImuTe HHGOPMAIUHU U
MIPOTUBOICUCTBUIO
TEXHUYECKOHN pa3BEIKe.




Conep:kaHue 0CBOEHHOI0

HaumeHoBaHnue yueOHbBIX 1M CIUIIINH,

Buasbi y4eOHOro MmaTepuaJia MEKTUCIHUTLTHHAPHBIX KYPCOB, ¢ YKa3aHHEM Kommecrs
Buabl paéor ’ ’ 0 4acoB
AesITeJIbHOCTH Heo0X0AUMOro AJs TeM, o0ecneYHBAKIIUX BbINOJIHEHHE BH/I0B
BBINOJIHEHN S BUIOB padoT padoT (nenean)
TexHUYeCcKre KaHajbl YTeUKU [ToHsiTHE ¥ OCOOEHHOCTH IIM.03 3amura naHGOpMALIIH B
I/IH(l)OpMaHI/II:I. MeTtos! U cpeacTBa yTeuKH HH(OPMALIHH. UH(GOPMaIMOHHO-TEIEKOMM YHUKAIITHOHHBIX
TEXHUUYECKOM pa3BelIKu CTpyKTypa KaHama yTeuKkH CUCTEMaX U CETAX C UCIOJIb30BAaHUEM
WH(OPMAITHH. TCXHII</I‘i1)630151i1X3Cpel[CTB 3aIUTHI —
Knaccnduxars MJIK.03.01. 3amura nadopmanuu B c
UCIIOJIb30BaHUEM TEXHUYECKHUX CPEICTB
CYIIECTBYIOIINX 3aIIIHTEL
(pusuyeckux nonei u Paszen 1. YcraHoBKa U HACTPOMKa
TEXHUYCCKHUX KaHAJIOB TEXHHYECKUX CPEICTB 3aIUThI HH()OPMALIHH.
YTEeUKH HH(pOpMaLUY. Tema 1.2. [IpoekTrpoBanne yCTaHOBKH 8 4acOB
XapakTepucTrKa KaHajJoB CUCTEMBI MI0KAPHO-OXPAHHON CUTHAIM3ALUN
YTC€UKH I10 3a1aHUI0 U €€ pCajin3anus.
nHpopmanmu. OnTu4YecKue,
aKyCTHUYECKHE,
PaHOAICKTPOHHBIC 1
MaTepuaIbHO-
BEIICCTBECHHBIC KaHAIIBI
yTeukd HH(OpMaLIUU, UX
XapaKTePUCTHKA.
Hcronbs30BaHNE TEXHUYECKUX KAHAIIBI Kiaccugukarust IIM.03 3amuTa uHGOpmMalyy B
YTEUKH I/IH(I)OpMaI_[I/II/I.UMeTO,I[LI u TEXHHYECKUX CPEJICTB UH(GOPMaIMOHHO-TEIEKOMM YHUKAITHOHHBIX
CpEeJCTBA TEXHUYECKON pa3BeIKU pazBeKi. MeToms! 1 CUCTEMaX M CETAX C UCIOJIb30BAaHUEM
" TEXHHUYECKUX CPECTB 3alUTHI.
;ﬁgg;ﬁfg’;gﬁgo“ MJIK.03.01. 3apmma mndopmarmn B UTKC ¢
WCIIOJIb30BAaHUEM TEXHUYECKUX CPENICTB
HECaHKIIMOHUPOBAHHOTO 3aIIIHATEL
JI0CTyIa K HHQOpMALHH. Pa3nen 1. YcraHoBKa U HACTPOWKa
CpeicTBa U BO3MOXKHOCTH 8 gacoB

ONTUYECKOUN pa3BEeAKH.
CpencrBa qUCTaHIIMOHHOTO
cbeMa MH(pOopMaI.

TEXHUYECKUX CPEJICTB 3allUThl HH(POpMAIUH.
Tema 1.3. 1I3mepenue napameTpos
¢usnueckux nonei. [Ipumenenue
MIPOMBILIIIEHHBIX OCLUIIIOrpagoB,
4acTOTOMEPOB U F€HEPATOPOB U IPYrOro
000pyI0BaHUS ISl 3aIUTHI HHPOPMAITUH.




Conep:kaHue 0CBOEHHOI0

HaumeHoBaHnue yueOHbBIX 1M CIUIIINH,

KouunyecTB
Buasbi Bujtt pagor y4eOHOro MmaTepuaJia, MEKTUCIHUTLTHHAPHBIX KYPCOB, ¢ YKa3aHHEM 0 1ACOB
JesiITeJIbHOCTH P HEe00X0UMOT0 1JIsA TeM, 00ecreYnBaONINX BbINOJHEHHE BUI0B (Hexean)
BBINOJIHEHN S BUIOB padoT padot
3ammTa BrisBnenue neneii u 3anad gusudeckoil | OOIIMe IPUHITUATIBI IIM.03 3amura naHGOpMALIIH B
uH(bopMaK B 3alIUThI 00BEKTOB MH(OPMATH3ALMH obecreuckus GesomacHocty | MHPOPMALMOHHO-TEICKOMMYHHKAIMOHHBIX
. . CHUCTEMax M CETSIX C UCIIOIb30BaHHEM
HHOPMALHOHHO 00nexToB. JKH3HEHHbIH TEXHMYECKUX CPECTB 3aALIUThI
TCJIICKOMMYHMKAIL o pea = '
HOHHDIX LMKJI CUCTEMBI (pu3nueckoi | MJIK.03.02. ®usnueckas 3alnTa JIHHHI CBA3H
CHCTEMAX 1 COTSIX 3amuThl. [TpuHIUIIBL UTKC R 4acoB
c MTOCTPOCHUS Pa3nen 2. PaccMoTpenue cuctemMbl KOHTPOJIA U
HCIIOB30BAHUEM UHTETPUPOBAHHBIX CUCTEM YHOpaBJICHHA TOCTYIIOM.
DODAMMULL 1 K Tema 2.1. PaccmoTpeHue cuctemMbl KOHTPOJIS U
porp oxpanbl. Knaccuduxanus u yIIPABIEHUS JOCTYTIOM.
HpOrpaMMHO- COCTaB MHTEIPUPOBAHHBIX
anmnapaTHbIX (B CHUCTEM OXpaHbI
TOM YHCIIE,
kpurTorpaduec [TpumeHenue cucremsl TeNEBU3UOHHOIO | CrcTema TelneBU3HOHHOIO IIM.03 3ammrTa nudopmanun B
P P T —— Habmonenys. AHanorossie 1 | MHPOPMALHOHHO-TEJEKOMMYHHKAHOHHBIX
KHX) CPe/ICTB 1HPOBBIE CHCTEMBI CHCTEMAaX H CeTSAX C HCMOJIb30BaHHEM
3alurThl BUJICOHAGITIOICHUS TEXHHUYECKHX CPEACTB 3alMTHI.
HasHAYCHIE CHCTCMEL MJK.03.02. ®usudeckas 3aluTa JUHANA CBSI3H
TEJICBU3MOHHOTO UTKC
HaGmonenns. CocTas Pa3nen 2. Paccmotpenue cucteMbl KOHTPOJIS U
’ 8 yacos

CUCTEMBI TEJIEBU3NOHHOTO
HaOIIOICHUSI.
Buneokamepsl. OOBEKTUBBHI.
Tepmokoxyxu. IToBopoTHbIE
cuctembl. IHppakpacHbie
OCBETUTENH. [[eTeKTOphI
JIBIDKCHUSI.

yIPaBIEHUS TOCTYIIOM.
Tema 2.2. PaccMoTpeHne MPUHIUIIOB PabOThI
CHCTEMBI BUICOHAOIIIONECHNS U €€
MIPOCKTHPOBAHHE.




Conep:kaHue 0CBOEHHOI0

HaumeHoBaHnue yueOHbBIX 1M CIUIIINH,

Buasbi 4ye0HOIr0 MaTepuasa MEKTUCIHUTLTHHAPHBIX KYPCOB, ¢ YKa3aHHEM Kommecrs
Buabl paéor y P ’ p YpCoB, ¢y 0 4acoB
AesITeJIbHOCTH Heo0X0AUMOro AJs TeM, o0ecneYHBAKIIUX BbINOJIHEHHE BH/I0B (Hexean)
BBINOJIHEHN S BUIOB padoT padoTr
[IprMeHeHre CUCTEMBI OOHAPYKEHUSI Undopmanuonnsie ocaossl | IIM.03 3ammra uadopmanuu B
KOMILIEKCA HEIKEHEPHO-TEXHIYECKHIX IOCTPOCHHUS CHCTEMBI UH(GOPMaIMOHHO-TEIEKOMM YHUKAITHOHHBIX
. = CUCTEMaX U CETAX C UCIOJIb30BAaHUEM
cpeAcTB GU3NUECKON 3aIIUTHI. OXpaHHOH CUTHAJIM3AllNH.
HasHaueHme TEXHUYECKUX CPECTB 3aIUTHI
b v
MK.03.02. ®usndeckas 3amuTa JIMHANA CBA3H
KJIacCU(pUKALIHA
TEXHHUYECKUX CPEICTB UTKC
o6Hapykennst. Mecto Pa3nen 2. PaccMoTpenue cuctemMbl KOHTPOJIA U
CUCTEMBI KOHTPOJIS U YHPABIICHUA I0CTYIIOM. 8 yacoB
Tema 2.3. PaccMoTpeHue JaTuuKkoB
YHpaBJIcHHA NIEpUMETPa, UX MPUHITUIIOB PabOTHI
noctynoM(CKY 1) B ’ '
cucteme obecreyeHus
MH(POPMAIIMOHHOM
0e30macHOCTH
Oco0eHHoCTH IOCTPOEHUS U
pazmeniennst CKVY /1.
IIpuMeHeHne cucTeMBI KOHTPOJIA U Crpykrypa u cocra CKV/]I. | IM.03 3amuTa nupopmanuu B
YIIpaBJIeHUs JOCTYIIOM. Hepﬂ(pepHﬁHoe I/IH(bOpMaIII/IOHHO-TeﬂeKOMMyHI/IKaHI/IOHHbIX
0GOpy10BaHuE 1 HocHTean | CUCTEMAX M CETSX C CTONb30BAHUEM
wrdopmarmn 8 CKY L. TEXHUUYECKUX CPEACTB 3aIUTHI. }
MJK.03.02. ®uznueckas 3alluTa JUHANA CBSI3U
CpenctBa uaeHTUUKAIUN U
UTKC 8 qacoB

ayTeHTU(UKauuu. MeToabl
YIIOCTOBEPEHUS INIHOCTH,
npumensiemsie B CKVY /]

Pa3nen 2. PaccmoTpenne cucteMbl KOHTPOJIS U
YIPABJICHHS JTOCTYTIOM.

Tema 2.4. BeinosHeHHE 3BYKOU30ISIIUN
MOMENIEHUN CUCTEMBI 3aITyMJICHHUS.
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Conep:kaHue 0CBOEHHOI0

HaumeHoBaHnue yueOHbBIX 1M CIUIIINH,

KouunyecTB
Buasbi Buab paGor y4eOHOro MmaTepuaJa, MEKIHCHUIINHAPHBIX KYPCOB, € YKa3aHHEM 0 1ACOB
AeSITeJIbHOCTH He00X0AUMOro 1JIf TeM, 00ecneYrBaOIINX BbINIOJHEHHE BUA0B
BBINIOJIHEHNS BUAOB padoT padoTr (nenean)
3amura [Ipumenenue cucremsl coopa, Cucrema cbopa, oopadorku, | IIM.03 3amuTa nadopmannu B
uHpopManuu B 06pabOTKH, OTOOPAKEHIS U OTOOpaXKeHUS U MH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHBIX
MHPOPMALMOHHO- | noxymenTHpOBAHHS HEDOPMAIHH JOKYMEHTUPOBAHUS CHUCTEMAX U CETAX C UCIIOJIb30BAHUEM
TeJIeKOMMYHHUKAI I/IH(bOpMaI_[I/II/I. TCXHUYCCKHUX CPCACTB 3alIUThI
HOHHBIX KJ’IaCCI/I(i)I/IKaHI/IH CHUCTEMBI Pa3pnen 3. Peanuzamus 3aimmTel OT YTCUKH 110
c6opa u 06paboTKn LEISAM 3JIEKTPOIUTAHUS U 3a3EMIICHUSL.
CHCTEMAX M CETAX MH(pOpMALIHH. Tema 3.1. PazpaboTka opraHu3aliMOHHBIX U { yacoB
c Cxema (yHKIHOHNpoBarHs | TEXHHUECKHX MEPOTPUATHH IO 3a1aHUIO
HCII0JIb30BAHUEM CHCTeMBI c60pa i 06paGoTiy | PENOAABaTeNs.
IpOrpaMMHBIX 1 nHpopmanmu. BapuaHTel
HPOrpaMMHO- CTPYKTYP IIOCTPOEHUS
annaparHbix (B cucTeMbl cOopa u 00paboTKu
TOM YHUCIIE, PIH(bOpMaIII/II/I.
kpunrorpaduuec | PazpaboTka OCHOBHOM TOKyMEHTAlUU HopmatuBHBIE nIpaBOBbIE IIM.03 3amura nHpopmanuu B
KHX) CPEIICTB 10 HHXKEHEPHO-TEXHUYECKOW 3aInuTe aKTbI, HOPMaTHUBHEIC MH(POPMaIIMOHHO-TEIIEKOMMYHUKAITMOHHBIX
3aIUTHI uH(popManuu. METOAUYECKHAE NOKYMEHTBI, | CHCTEMAX M CETIX C UCHOJIb30BAHUEM
B COCTaB KOTOPBIX BXOJAT TEXHUUYECKUX CPEACTB 3alUTHI
TpeOOBaHUs U Paznea 3. Peanu3anust 3a1MThl OT yTEUKH 110
PEKOMEH/IALINHU 110 LEMSM AJIEKTPONUTAHUS U 3a3€MJICHUS. 6 yacoB
HMHXEHEPHO-TEXHUUECKOI Tema 3.2. PazpaboTka 0OCHOBHOM
3aIuTe MHPOPMAIUH JOKYMEHTAIUH 110 NH)XEHEPHO-TEXHUYECKOU
3alIUThI OT BHYTPECHHUX 3aIuTe HHPOpMAIHY.
yTpo3.
Peanuzanus 3amuTel OT yTEUKHU 1O Hanucanue noxkymentannu | [IM.03 3amura napopmanuu B
LIEMSAM SIEKTPOIUTAHUS U 3a3¢MIICHUs. | 3a YUEOHYIO IIPaKTUKY MH(POPMAIIMOHHO-TEJIEKOMM YHUKAITMOHHBIX
CUCTEMaX M CETAX C UCIOJIb30BaHUEM
TEXHUUYECKUX CPECTB 3alllUThI 2
qaca
Paznea 3. Peanuzanust 3a1MThl OT yTEUKH 110
LEMSAM UIEKTPONUTAHUS U 3a3€MJICHUS.
Tema 3.3. OTueTHas TOKyMEHTANS 32
y4eOHYIO MPAKTHKY
BCEI'O: | 72 4gaca

11




3. YCJIOBHUSI OPIAHM3AIIMM M MPOBEJEHUS YUYEBHOU
HHPAKTHUKH

3.1. TpeGoBaHusi K JOKYMEHTALWH, HEOOXOAMMOW ISl TPOBeIEHUS
NPAKTHKH:

- pabouas rmporpamma yuyeOHOM MPaKTUKY;

- XKypHas Mpo(ecCuOHATBLHOTO MOAYJI U BUAOB IPAKTUKU;

— JTHEBHUK YUEOHOM MPAKTUKU;

— OTUY€T M0 Y4eOHOU MPaKTHUKE.

3.2. TpeOoBaHMA K Y4eOHO-METOAUYECKOMY 00eCIIeYeHHIO PAKTUKU:

- KOMILJIEKT Y4eOHO-METOIUYECKON JOKYMEHTAIINH;

- yueOHbIE€ CTEH]Ibl TEXHUUECKUX CPEACTB (PU3MUECKON 3aIUThl 0OBEKTOB
uH(pOpMaTU3aLUY;

— KOMIUJICKT CIICHUAJIBHOI'O ITPOIrpaMMHOI'0 obecrieucHus.

3.3. TpeOoBaHNs K MATEePHAJIbHO-TEXHUYECKOMY 00eCIeYeHHUI0:

VYyeOHast mpakTUKa IPOBOAUTCS B JIaOOPATOPUH U pabOYMX MECT J1abopaTopuu
MH(POPMAILIMOHHBIX TEXHOJIOTHM, MTPOrpaMMUPOBaHUs U 0a3 TaHHBIX:

— paboune MecTa Ha Oa3e BBIUMCIMTEIBHOW TEXHHKH, MOJKIIOYEHHBIE K
JIOKaJAbHOM BBIYMCIUTEIBHOM CceTH U UH(GOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHON
cetu MHTepHeT;

— IUCTPUOYTUB yCTaHABIMBAEMOM OMEPALlMOHHON CUCTEMBI;

— BHUpTyaJibHas MamiMHa s paboThl €  ONEPAalMOHHOW  CHUCTEMOMU
(runepBuU30p);

— CVYb/I;

— CASE-cpenctBa 715t IpOSKTUPOBAHUS 0a3bl JaHHBIX;

— UHCTPYMEHTaJIbHAs Cpefa NporpaMMHUPOBAHUS;

— MAKEeT NPUKIAJIHBIX TPOTPAMM.

O6opynoBanne 1abopaTopuu U paboOvYMX MECT JabOpaTOPUU CETEH U CHCTEM
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nepeaadn nHGOpMaIiu:

— paboune mecta Ha 0a3e BBIYHCIUTEIHLHON TEXHHUKH, MOIKIIOYCHHBIC K
JIOKAJIbHOM BBIYMCIUTEIBHON CceTH U MHGOPMAIIMOHHO-TEICKOMMYHUKAIIMOHHOM
cetu MHTEpHET;

— CTEH/IbI CeTel nepeaadn JaHHBIX;

— CTPYKTYpUpOBaHHas KaOeiabHasi CUCTEMA,;

— AMYJISATOP (AMYJATOPHI) AKTUBHOTO CETEBOI'O0 00OPYIOBAHMS;

— IPOrpaMMHOE 00ECIIEYEHUE CETEBOI0 00Oy 10BaHUSI.

O6opynoBanue 1adbOpaTOpUu U pabOUUX MECT Ja0OpPaTOPUU MPOTPAMMHBIX U
MPOTPaMMHO- aNMapaTHbIX CPEACTB 3alTUThl HHGOPMAIIHU:

— paboure Mecta Ha 0a3e BBIYHCIUTEIBLHOM TEXHHUKHU, MOJIKIIOYEHHBIE K
JIOKQJIbHOW BBIYMCIUTEIBHON CETH U WH(POPMAIMOHHO-TEICKOMMYHUKAIIMOHHON
cetu MHTepHeT;

— aHTUBUPYCHBIN IPOTPaMMHBIN KOMILIEKC;

—  IporpaMMHO-ammapaTtHble  CpPeACTBAa  3alluThl  HMHPOpMaUu  OT

HCCAHKIMUOHHUPOBAHHOI'O JOCTYIIA, 6J'IOKI/IpOBKI/I A0CTYyIIa U HAPpYIICHUA LCJIOCTHOCTH.

3.4. MupopmanuoHHOe oOecniedeHNe peau3aly NporpaMmbi:

3.4.1. OCHOBHBIE [T€YaTHBIE UCTOYHUKH:

1. 3aiiueB A.Il., MemepsikoB P.B., lllenynanoB A.A. TexHuueckue cpeicTra u
METO/IbI 3aIUTHI UHPOpMaLUU. 7-€ u3., uctp. 2014.

2. llenpkoB T.C. OCHOBBI TIOCTPOEHHSI TEXHUYECKHX CHCTEM OXPaHBI
nepuMeTpoB. YueOHoe no codue. — M. 2015.

3. HosukoB B.K. OpranuszanuoHHoe © TMpaBoBoe oOecreyeHue
uHpopmanmonHo Oe3zonacHocT: B 2-x uactax. Yacte 1. [IpaBoBoe obecrneueHue
uHdopmarmonHo 6ezonacHo ctu: yueb. [Tlocobue. — M.: MUDT, 2013. — 184 c.

4. HoBuxoB B.K. OpranuzanmoHHoe ¥ TMpaBoBoe oOecreyeHue
uHpopmanmonHoii Oe3omacHoctu: B 2-x wyacTax. Yacte 2. OpraHuzandoHHOE

obecrieueHne MHGOPMAITMOHHON Oe3omacHOCTH: y4yeb.mocooue. — M.: MUDT, 2013.

—172¢. 129
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5. E.b. bemoB, B.H. IIpxeropiuackuii OpraHu3anliOHHO-IIPAaBOBOE
obOecrieueHne WH (OPMAIIMOHHOW Oe30macHOCTH: yd4el.mocobwe s CTY/I.
yupexaeHuil cpen. npod. odpazosa Hust/. — M.: 3narensckuil neHTp «AKaaeMusy,
2017. —336¢

6. F0.1O. KoBanenko. [IpaBoBo#l pexuM JIMIIEH3UPOBAHUS U cepTUPUKALIU B
cdepe nHbopmalMoHHON 6e3onacHOCTH: YueOHoe nocobue / — M.: ['opsiyas nuHus —
Tenexowm, 2012.

7. ONEKTpOHHBIA KOHCIEKT JeKIui «l/HXKEeHEepHO-TEXHUYECKash 3aluTa
uHpopmauu». Cocra Burens: U.H. Jlpau, npenogasarens 'BOY CIIO PO «PKCH»

8. DONexkTpoHHbIM KOHCHEeKT Jiekiuil «Kpunrorpaduueckas 3ammra
unpopmaruuy. CocraBu Tenb: llluraesa C.B., mpenomasatens 'BOY CIIO PO
«PKCI»

9. MBanoB M.A., UyryukoB W.B. Kpunrorpaduueckue MeTOIbI 3alIUTHI
uH(pOpMaIUU B KOMIIb IOTEPHBIX CHUCTEMax M CeTAX. YueOHoe mocobue - Mockpa:
MU®DU, 2012.- 400 c. PekomenaoBano YMO «SaepHbie ¢pu3uka U TEXHOJIOTUN» B
KauecTBe y4eOHOTo MocoOus /ISl CTYJIEHTOB BBICIIMX yU4€OHBIX 32 BEJICHHIM.

3.4.3. JIonoIHUTENIbHBIC HCTOYHUKH:

1. NudopmarmonHo-cripaBoyHasi CHUCTeMa MO JOKYMEHTaM B 001acTu
TEXHUYECKOM 3aiuThl nHDopmauu www.fstec.ru

2. HNudopmanmonHsiii moprai no 6e3onacHoctd www.SecurityLab.ru.

3. OOpazoBaTenbHble ~ MOPTAJIBl O  Pa3IMYHBIM  HaIpaBJICHUSM

oOpazoBaHnus u Tematuke http://depobr.gov35.ru/

4, Poccuiickuii Onomerpuueckuii mopran www.biometrics.ru

5. Caiir xypHana Mudopmarmonnas 6e30macHoCTs http://www.itsec.ru

6. Caiit HayuHoii anexkTpoHHo# 6nbnuotexkn www.elibrary.ru

1. CnpaBouHo-1ipaBoBas cuctema «I'apant» www.garant.ru

8. CrnipaBo4HO-IIpaBOBast cucrema «KoHcynbTanT ITmrocy

Www.consultant.ru

9. ®enepanpHas ciyx0a MO TEXHHYECKOMY U 3KCIOPTHOMY KOHTPOJIIO

(®CTIK Poccun) www.fstec.ru
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10. ®denepanpHbIii rnoprai «MH(pOopMaLIMOHHO-KOMMYHHUKAIIMOHHBIE
TEXHOJIOTUH B 00pa3oBaHUm» Www.ict.edu.ru

11. ®denepanpublii mopran «Poccuiickoe obpazoBanre WWw.edu.ru

3.5. TpeGoBaHusi K PYKOBOAMTEJSIM NPAKTHKH OT 00Pa30BaTeJbHOIO
YUYpeKICHUS:

TpeGoBanusa k  KBaJIMPUKANMM  NEeJATOTHYECKHX  (MHIKEHEPHO-
NneIaroru4ecKmXx) Ka/IpoB, o0ecrneynBaOUIAX o0y4yeHue mno
MEKIMCUMIVINHAPHOMY KYpCY:

. HaJIN4ue BBICIIIETO MPO(ECCUOHATIBHOTO o0OpazoBaHus,
COOTBETCTBYIOLIETO0 NpodmiIo MOAyls «3amura HHQOPMALMM TEXHUYECKUMU
CpelICTBaMI» WJIM MEPBOM U BbICIIEH KBATM(DPUKATMOHHOW KaTErOPUH IPEnoJaBaTess
CHELUATbHBIX JUCIMILIVH.

TpedoBanus K KBaJIH(puKanum neJaroru4ecKux Ka/1pOB,
OCYILIECTBJIAIOIIUX PYKOBOJCTBO IPAKTUKOM

NuxeHepHO-NIeAATOTMYECKUM COCTAB:

. JTUTIIIOMUPOBAHHBIE CHELUATUCTBI — Mperno/iaBaTesu
MEXIUCUUIUIMHAPHBIX KYypCOB, a Takke 001enpo(ecCHOHAIbHBIX  JUCIUILINH:
«TexHuueckue cpeacTBa nHpopMaTuzauum», « Teopuss HHPOPMAIIMOHHBIX CUCTEM,
«OcHOBBl ~ MHQOpMaUMOHHOW  Oe3omacHocTW», «Teopus uHpopmanum u

KOIUPOBAHU).
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4. KOHTPOJIb Y OIIEHKA PE3YJIBbTATOB YUEBHOM INPAKTUKH

l. JIlHEBHHK IO MpPAaKTUKE, B KOTOPOM YKa3aHbl: JIMCT HHCTPYKTAXEH,
XapaKkTepUCTUKa 0a3bl IPAKTUKU U paboyero Mecta, MHAUBUAYaIbHBIN IJIaH pabOThI
CTYZICHTA B TEUCHHE KAXKIOW HEAeNn Yy4eOHON MPaKTUKH, TUCT CaMOaHaIn3a.

2. Or4ér 0 mpakTUKe, B KOTOPOM YyKa3aHbl BUABl pabOT IO M3YyYCHHBIM
pazzaenaM NpoQEeCCHOHAIBHOIO MOJAYJS € YKa3aHHUEM CaMOOLEHKHM OCBOEHHBIX
npo(ecCHOHANBHBIX M OOIIMX KOMIIETCHIIMM W 3aKIIOUYEHUEM PYKOBOJIUTEIS
y4eOHO! MPaKTUKHU O MATHOAIBHOM cucTeMe.

[lo uroram y4yeOHOW MPAKTUKHA MPOBOJATCS 3alUTa OTYETOB IO IMPAKTHKE,
NPETYCMOTPEHA 3a CYET YacOB OTBEACHHBIX HA MPaKTUKY. OTUETHI MO MpPaKTUKE U
JTHEBHUKHU CAAIOTCSI pyKOBOJUTEINIO Y4€OHOM MPAKTUKU OT KOJUIEXKa.

JInst ouleHKU c()OPMUPOBAHHOCTH MPOGHECCUOHAIBHBIX U OOLIUX KOMITETCHIIUI
[0 UTOraM Y4YeOHOH NMPaKTUKU OPOPMIISIFOTCS ATTECTAMOHHBIE JIUCTHI U UTOTOBas
OLICHOYHAas BEIOMOCTb.

BrinonHenHas nporpaMma yueOHOM MPAKTUKH, CAAHHBIE JTHEBHUKU M OTYETHI,
aTTECTAlMOHHBIE JINCTBI W OLICHOYHBIE BEJIOMOCTH SBJISIOTCS OCHOBAaHHUEM
ycnemHoro  ocBoenuss BJl  3ammra uHopmanuu B MHPOPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CHUCTEMax M CETAX C HCIOJb30BAHUEM TEXHUYECKUX
CPEICTB 3allMThl, OTBEYAIOIIMX 3a MPEJOCTABICHHE CTYAEHTa K OHK3aMEHy IO

MOAYJIIO.
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