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1. IACIIOPT ITPOI'PAMMbI YUYEBHOI IPAKTUKHA
IIM.02 3ammra uaopmanuu B MHGOPMAIHMOHHO-TEJIEKOMMYHHKALMOHHBIX
CHCTEMAaX U CeTHAX ¢ HCIO0/Ib30BaHMEM NIPOrPAMMHBIX U IIPOrPAMMHO-
annapaTrHbixX (B TOM 4HCJIe, KPUNTOIPa(pHUIeCKHX) CPEACTB 3aALUThI

1.1. Heab 1 muianupyembie pe3yJbTaThl 0CBOeHHUS NMPO(ecCHOHATBLHOT0 MOTYJIS
PesynpTarom yueOHOU mpakTHKU mpodeccuonansHoro moxyist [IM.02 3amura uabopManuu B
UH(POPMAIMOHHO-TEIICKOMMYHUKAIIMOHHBIX ~ CUCTEMaX M  CEeTIX C  HCIOJIb30BAaHUEM
MPOrPaMMHBIX W TPOTPAMMHO-ANMNapaTHbIX (B TOM YHCIE, KPHUNTOTPAPUUECKHX) CPEICTB
3alIMTHl SIBIIICTCSI OBJIAJCHHE OOYYAIOIMIMMHUCS BHUJIOM JIEATEILHOCTH 110 HAlpaBJICHUIO:
OKcrulyatanuss ~ aBTOMATHU3UPOBAHHBIX  (MH(MOPMAIMOHHBIX) CHUCTEM B 3alIUIICHHOM
ucrnoiHeHuu, B Tom uucie npodeccuonansubivu (I1K) u o6mmmu (OK) komnereHuusamu:

1.1.1. IlepeyeHb 00MX KOMIETEHIH I

Kon HanMenoBaHue 00ImUX KOMITETEHITUI

OK.01 Bri6upath criocoObl penienus 3a1a4 npoecCuOHaIbHON 1eATeIbHOCTH,
MIPUMEHUTEIBHO K PA3JIMYHBIM KOHTEKCTaM.

OK.02 Hcnonb30BaTh COBPEMEHHBIE CPEICTBA ITOMCKA, aHATIM3a U UHTEPIIPETAlluU

uHpOopManu, 1 THPOPMALMOHHBIE TEXHOJIOTHH IS BBITOJIHEHUS 3a/1a4
npodecCHOHATLHOM 1€ TeIbHOCTH.

[TnanupoBaTh U peann30BbIBaTh COOCTBEHHOE NPOPECCHOHATBHOE U JINYHOCTHOE
pa3BUTHE, IPEANPHUHUMATENBCKYIO JeSITEIbHOCTD B PO ECCUOHAILHOMI cdepe,
MCIIOJIb30BaTh 3HAHUS 10 IPABOBOM M (PMHAHCOBOM IPaMOTHOCTHU B PA3IMYHBIX
YKU3HEHHBIX CUTYaIUsX.

OK.03

OK.04 O} PexTuBHO B3aUMOIEHCTBOBATh U pabOTaTh B KOJUIEKTHBE U KOMaHJE.

OcCymiecTBIATh YCTHYIO U TUCbMEHHYI0 KOMMYHUKAIMIO Ha TOCYAaPCTBEHHOM S3bIKE
OK.05 Poccuiickoit @enepanuu ¢ yaéToM 0COOEHHOCTENW COLIMATIBHOTO U KYJIBTYPHOIO
KOHTEKCTa.

[TposBNATE IpaskJaHCKO-TIATPUOTHUYECKYIO MO3UIIHIO, JEMOHCTPUPOBATH OCO3HAHHOE
MIOBEJICHHE HA OCHOBE TPAIUIIMOHHBIX POCCHICKHX JTyXOBHO-HPABCTBEHHBIX

OK.06 LIEHHOCTEH, B TOM YHCJIE C YUETOM rapMOHU3ALNN MEKHAIIMOHAIBHBIX U
MEXPEITUTUO3HBIX OTHOIIEHUH, IPUMEHSTh CTAaHIAPThl AaHTHKOPPYIIIHOHHOTO
MIOBEJICHHUSI.

CopeiicTBOBaTh COXPAHEHUIO OKPYXAIOIIEH cpesibl, pecypcocOepeKeHUI0, TPUMEHSTh
OK.07 3HaHUS 00 U3MEHEHHUH KIIMMaTa, IPUHIUIBI OEpEXITMBOIO MPOU3BOJACTBA, YIPPEKTUBHO
JICCTBOBATH B YPE3BbIYANHBIX CUTYAIUSIX.

Hcnons30Bath cpeacTBa GU3NIECKON KYIbTYPHI AJII COXPAHEHUSI U YKPETIIICHUS
OK.08 3I0pPOBBSI B TIporiecce MpohecCHOHATBHON IEATeTLHOCTH H MO ACPKaHUS
HEO0OXOUMOT0 YPOBHS (YU3HUECKOHN MOATOTOBIEHHOCTH.

[Tonb30BaThes MpodeccnoHanTbHOM JOKyMEHTaluel Ha rocy1apCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

OK.09

1.1.2. Ilepeyenb npogeccuOHAIbHBIX KOMIETEHIIMT

B/l DKcIuTyaTalus: aBTOMaTU3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEM B 3aLIUILICHHOM
UCIOJIHEHUHU

[Tpou3BOIUTE YCTAaHOBKY, HACTPOIKY, UCIIBITAHUS U KOHPUTYPUPOBAHHE
MPOrPaMMHBIX U MPOrpaMMHO-aNNapaTHbIX, B TOM YHCIIE KPUITOrpaduIecKux
CpPEeACTB 3alMThl HH(OPMALIUK OT HECAHKLIIMOHUPOBAHHOT'O JIOCTYIIA U CIIEUAIBHBIX
BO3JICHCTBUI B 000py0BaHNe HH(POPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CUCTEM U

IIK 2.1




CEeTeN.

[MonnepxuBath OecriepeboitHyI0 paboTy IPOTPAMMHBIX M IPOrPAMMHO-ANIAPATHBIX,

I[IK 2.2 | B TOM uncie KkpunTorpaduyecKux CpeACTB 3alUThl HHPOPMAIIUH B
MH()OPMAIIMOHHOTEIICKOMMYHUKAIIMOHHBIX CHCTEMaX U CETSIX.
OcyiecTBIATh 3alUTy UH()OPMALIUK OT HECAHKIIMOHUPOBAHHOTO TOCTYIMA U
CHeIMAIbHBIX BO3JICHCTBHI B 000pYyA0BaHHE HH(OPMAITMOHHO-

[IK 2.3 | TeneKOMMYHUKAIIMOHHBIX CUCTEMAaX M CETSAX C UCIOJIb30BAHUEM ITPOTrPAMMHBIX U

MIPOrPaMMHO-AIIAPATHBIX, B TOM YUCJIE KPUNITOTPaQUUECKUX CPEACTB 3aIIUTHI
nH(pOopMaIuu.

1.1.3. B pe3yabTarte 0cBOeHUsI NPO(ECCHOHATIBLHOT0 MOIYJIsl 00Y4AIOIIMIACH TOJIKEH:

Bnaners
HaBBIKAMH

- OIpeieNIeHUs] HEOOXOIUMBIX CPEICTB KPUITOTPAPHUECKON 3aIlUThI
nH(popMaIny,

- UCTIOJIB30BaHUS IIPOTPAMMHO-AIIIAPATHBIX KPUIITOIPAQUIESCKUX CPEIICTB
3alUThl HH(OPMAIIHH;

- YCTaHOBKH, HACTPONKHU CIEIHATM3HPOBAHHOTO 000PYIOBaHUS
KPUNTOTpaQHUECKON 3alIUThl HHPOPMAIINY;

- MIPUMEHEHHUS ITPOTPAMMHO-AIIAPATHBIX CPEICTB 00CCIICUCHHUS
MH()OPMAMOHHON OE30MACHOCTH TEICKOMMYHUKAIIMOHHBIX CUCTEM;

- mmdpoBanus HHGOPMAITUH.

YMmern

- BBISIBIISITH M OIICHUBATh YTPO3bI 0€30macHOCTH HH(OpMaIy 1
BO3MOJKHBIE TEXHUUYECKHE KaHAJIbI €€ YTeUKH Ha KOHKPETHBIX 00BEKTaX;

- OTNPEEIATh PAllMOHAIbHBIE METO/IbI M CPE/ICTBA 3AIUTHI HA OOBEKTaX U
OLIEHUBATh UX 3P PEKTUBHOCTE;

- IIPOU3BOJUTH YCTAHOBKY U HACTPOMKY TUIIOBBIX MPOTrPaMMHO-
anmnapaTHBIX CPEJCTB 3aIUThI HHPOpPMAIIHH;

- M0JIb30BaThCsl TEPMHUHOJIOTHEN COBPEMEHHOM KpUITorpaduu,
HCIOJIb30BaTh TUIIOBbIE KpUNTOrpaduyecKue CpeacTBa 3aluThl HHHOPMALIUH.

3HaTh

- TUIIOBbIE KPUNITOTpaUUECKUE aJrOpUTMbl, IPUMEHsEMbIE B
3alUIEHHBIX TEIEKOMMYHHUKAIIMOHHBIX CHCTEMAaX;

- OCHOBHBIE TPOTOKOJIBI MICHTH(PHUKAINN 1 ayTEHTH(PHUKAIINN B
TEJIEKOMMYHHUKAIIHOHHBIX CUCTEMAX;

- COCTaB M BO3MOYKHOCTH THUITOBBIX KOH(PHUTYpAIHiA TPOTPAMMHO-
anIapaTHbIX CPEJICTB 3alIUTHI HHPOPMAIINH;

- 0COOEHHOCTH MPUMEHEHHSI TPOTPaMMHO-AIIIAPATHBIX CPEJICTB
obecrieueHrss ”HPOPMAIIMOHHOM 0€30MaCHOCTH B TEIEKOMMYHUKAITMOHHBIX
CUCTEMaXx;

- OCHOBHBIE CITOCOOBI MPOTUBOJICHCTBUS HECAHKIIMOHUPOBAHHOMY
J0CTYyNy K HH(OPMAaLMOHHBIM pecypcaM HH(GOPMallMOHHO-
TEJIIEKOMMYHHUKAIITHOHHON CHCTEMBI;

- OCHOBHBIC MOHATHS KPUNTOrpa(uu M TUIIOBBIE KpUNTOrpadruecKue

METO/IbI 3aIIUTHl UHPOPMALIUH.

1.3. KosimuecTBO Heaelb (4aCOB) HA OCBOEHME MPOrpaMMbl y4eOHOM NMPAKTUKHA




Bceero: 2 HEJENH, 12 Jaca.
2. CTPYKTYPA U COAEP) KAHME ITPOI'PAMMBbBI YUYEBHOM [IPAKTUKHA

2.1. TemaTn4eckuii NJian

O0bem BpeMeHn,

Koabt .
(OPMUPYEMBIX HaumenoBaHue TeM NpodeccuoHATBLHOTO OTBeJeHHBbIH HA
yeMpn MOYJISAl y4eOHOH NMPAKTHKH NMPAKTHKY
KOMIeTeH Ui
(4acax)
WHCTpyKTaX 10 OXpaHe TPy/la U TEXHUKE
0e30macHOCTH. 3HAKOMCTBO C 33J[aHueM y4eOHOU 6 yacos
NPAKTUKH.

Pazaen 1. Dkcrutyaraius aBTOMaTU3UPOBAHHBIX (MH(POPMALIMOHHBIX )
CHCTEM B 3alLlMIIEHHOM UCIIOJIHEHHH.

Tema 1.1. YcraHoBKa U HaCTpOKKa KOMIIOHEHTOB
ABTOMATH3UPOBAHHBIX (MH()OPMAIIOHHBIX )
CUCTEM B 3aILULICHHOM UCIIOJHEHUHU B 8 yacoB
COOTBETCTBUU C TPEOOBAHUSAMU
IKCILTYaTallMOHHON JOKYMEHTALMH.

Tema 1.2. [IpousBectu yCTaHOBKY, aJalTalUIO U
COHpOBO)KIIeHI/Ie THUIIOBOI'O HpOFpaMMHOFO
o0ecrieueHns1, BXOISAIIEro B COCTaB CUCTEM 8 yacoB
3aIUTHl THOPMAITUK aBTOMATH3UPOBAHHOM
CUCTCMBEI.

Tema 1.3. Obecnieuenne 6ecriepedOHHOM pabOTHI
ABTOMATU3UPOBAHHBIX (MH()OPMAIIMOHHBIX )
CHCTEM B 3aILMIIIEHHOM HCIIOJHEHUH B 8 yacos
COOTBETCTBUU C TPEOOBAHUSIMU
HKCIUTYaTallMOHHON JOKYMEHTAIMH.

Paszgen 2. 3aH_[I/ITa HH(bOpMaHHH B ABTOMATU3UPOBAHHBIX CUCTEMAX

OK 01— OK 09 MIPOTrpaMMHBIMU CPEJICTBaAMHU.
MK 2.1 —TIK 2.3 Tema 2.1. OcyiiecTBi€HNE YCTAHOBKU U

HACTPOMKHU OTJENbHBIX IPOrPAMMHBIX,
IIPOrPaMMHO-AINAPATHBIX CPEICTB 3aALUTHI
MH(}OpMaLINH.

6 yacoB

Tema 2.2. Obecnieuenue 3aUTh UHGOPMAIIH B
ABTOMATH3UPOBAHHBIX CHCTEMAX OTACITHHBIMHU
IPOTPaMMHBIMHU, IPOTPAMMHO-ANIapaTHBIMU
CpE/ICTBaMH.

6 yacoB

Tema 2.3. Ocy1iecTBieHHE TECTUPOBAHUS
(GyHKIUI OTAENbHBIX TPOrPAaMMHBIX U
IIPOrPaMMHO-AINAPATHBIX CPEICTB 3ALUTHI
nH(pOpMaIINH.

8 yacos

Tema 2.4. OcyuiectBiienne o0pabOTKH, XpaHEHUS
U repeiauy HHPOPMAaLUU OrPaHUYEHHOTO 8 yacoB
JIOCTyma.

Paznean 3. 3amura nHGpOpMaLUK B aBTOMAaTH3UPOBAHHBIX CHCTEMAaX
IIPOrpaMMHO-AINAPATHBIMU CPEACTBAMH.

Tema 3.1. 3amura napOp™MaIUM B

ABTOMATU3UPOBAHHBIX CHCTEMaxX MPOTrpaMMHO- 6 yacoB
alrnapaTHbIMU CPCACTBAMU.
OrtueTHast JOKYMEHTAIMS 32 YICOHYIO TPAKTHKY 2 4aca

HUTOI'O: 72 9aca




2.2. Conep:xaHue NPAKTHKHA

Conep:kaHue 0CBOEHHOI0

HaumeHoBaHnue yueOHbBIX IMCIUIINH,

KoaunuectB

Buabi Buabr paGor yueOHOro MmaTepuaJja, MEKINCHUIIIMHAPHBIX KYPCOB, € YKa3aHHEM 0 1ACOB
AesITeJIbHOCTH Heo0X0AUMOro AJs TeM, o0ecneYHBAKIIUX BbINOJIHEHNE BH/I0B
BbINIOJIHEHHSI BUJIOB Pa0oT pador (neneiy)
3a]_uI/1Ta I/I3yquHe I/IHCprKLll/If/'I 10 OXpaHe I/IHCprKLII/II/I I10 OXpaHe I/IHCprKTa}K I10 OXpaHe TpyJa U TEXHUKE
HH(pOPMALIHY B TpyJa U TeXHHKe 0e30MacHOCTH TpyJa U TEXHUKE 6e30MaCHOCTH. 6 4acoB
UH(GOPMALMOHHO- GesomacHocTH. 3HAKOMCTBO C 3a1aHKe yueOHOM NPAKTHKU
tenekoMmyHnukar | ObecneueHne Hacrpoiika nokanbHoM IIM.02 3amuTa uapopmaluu B
HMOHHBIX 0€30MacCHOCTH ONEPALMOHHBIX CHCTEM MOJTUTHKH 0€30MacCHOCTH UH(POPMALMOHHO-TEIEKOMMYHHUKAITHOHHBIX
CHCTEMAX M CETSX Windows.ITonuTnka CHUCTEMAX U CETAX C UCIOJIb30BaHUEM
c napoJei. IPOrpaMMHBIX U MPOTPaMMHO-aNNapaTHHIX (B
HCIIOB30BAHUEM i(;;:(l;;xpll{ z:;;z;xﬂe o ;;)341 I/IIITI/L(I:ne, KpUINTOrpagMuecKkux) CpeacTB
IpOrpaMMHBIX 1 I . 6 . Pa3nean 1. Dxcnmyaranus
TIpOTPaMMHO- L ABTOMATH3MPOBAHHBIX (MH(OPMAIIMOHHBIX )
annapaTHbiX (B ATMapATHbIE CPEACTRA CHCTEM B sap WILIEHHOM I/ICHOJI;HCI—IIII/II/I
TOM YHCITe mdpoBanus Kpunton 4,8 1 LI o :
’ HACTPOUKA, IKCILTYATALHS. Tema 1.1. YcraHOoBKa U HaCTpOKKa
Kpunrorpaduuec - ’ KOMIIOHEHTOB aBTOMAaTHU3HPOBAHHBIX 8 4acoB
KHX) CPEIICTB POTPAMMHBIC CpEACTBA (MH(pOPMAIIMOHHBIX)
3aIUTHI wH(PpOBaHKs. SAIMIICHHBIC | cyeTenm B 3aNIMIICHHOM HCIIOTHEHNN B
KoHTeiHepbl. Kpunron- COOTBETCTBUU C TPeOOBAaHUSAMU
g poBaHue. JKCIUTyaTallMOHHOW TOKYMEHTAIUU.
Boccranosnenue
nH(OpMAaLIUY TUTIOBBIMU
cpencrtBamu. IIporpammsl
BOCCTAHOBJICHHE
nH(popMaLnH.
TexHosoruu IIporpaMMBbl HaEKHOTO [1IM.02 3amura uHpOpMaLUH B
pasrpaHu4eHUs JOCTyIa yJaneHust HtHpopMaru. MH(OPMAIIMOHHO-TEIEKOMMYHUKAITMOHHBIX
ApXUBHUpOBaHHUE CUCTEMaX M CETAX C UCIOJIb30BaHUEM
nH(popMaLnH. MMPOTPAMMHBIX M POTPAMMHO-aNTapaTHBIX (B
IIporpaMMHEIE CpencTBa TOM YHCJI€, KPUNITOTpahUIECKX) CPeJICTB 8 yacos

PE3EPBHOrO KONUPOBAHHS.
Hactpoiika RAID-maccuBoB
NHcaiinepckas

3alllUThI

MJIK.02.01. 3amuTta nadpopmaiuu B
WH(POPMAIIMOHHO-TEJICKOMM yHUKAITMOHHBIX
CUCTEMAX U CETAX C UCITIOJIBb30BAHUEM




Conep:kaHue 0CBOEHHOI0

HaumeHoBaHnue yueOHbBIX 1M CIUIIINH,

Bujbl 4eOHOr0 MaTepuajia MEKIMCHUIIHHAPHBIX KYPCOB, ¢ YKa3aHUEM Kommecrs
Buabi pador y P ’ p YpCoB, ¢y 0 4acoB
NeATeTbHOCTH He00X0IMMOT0 JIJIsI TeM, 00eCeYHBAIOIIUX BHINOJTHEHHE BUIOB
BBINOJIHEHHs BUJI0B padoT padort (nenean)
unpopmanus. [IporpaMmel | IPOrPaMMHBIX M IIPOTPaMMHO-aINIapaTHbIX
coopa undopmanmu o I1K. CPEICTB 3aLIUThI
Hactpoiika MexceTeBoro Pazneun 1. Oxerunyararms
JKpaHa. ABTOMAaTU3UPOBAHHBIX (MH(POPMAIIMOHHBIX )
CHCTEM B 3aIIUIIIEHHOM UCIIOJIHEHHH.
Tema 1.2. [Ipou3BecTr yCTaHOBKY, aJanTaIuio
¥ COIPOBOX/ICHUE TUTIOBOTO MPOTPAMMHOTO
o0ecTeYeHus1, BXOAAIIETO B COCTaB CHCTEM
3alUThl HH(GQOPMAIMK AaBTOMATH3UPOBAHHOM
CHCTEMBI
Obecneuenue OcHoBHbIE IEHCTBUSA C IIM.02 3amura nabopmanuu B
UH(OPMALMOHHOMN GE30IIaCHOCTH BUPTYaJIbHOW MAITUHOM. UH(POPMALMOHHO-TEIEKOMMYHHUKAITHOHHBIX
cereii. OCHOBBI TeXHOJIOI MU PaGoTa ¢ KOHTPOJIBHBIMU CHCTEMaxX U CETAX C UCIOJIb30BaHUEM
BUPTYAIbHBIX 3alIHMIEHHBIX CeTel TOYKaMH. Y CTaHOBKa IPOTPaMMHBIX M TPOTPaMMHO-aIapaTHHIX (B
u Hactpoiika [1O eToken TOM YHCIIe, KpUTITOTpaUIECKX) CPEICTB
PKIClient. Hactpoiika TMS | 3alIUTbI
B cpexe Active Directory. M/K.02.01. 3amuTa napopmaiyu B
Hactpoiika momurak TMS. MH()OpPMaIIMOHHO-TETIEKOMMYHHKAITTOHHBIX
. CHCTEMax M CETSAX C UCIOJIb30BaHNEM
Hacrpoiika ucrons3oBanus
MPOrPaMMHBIX M IPOTPaMMHO-aNapaTHBIX
BUPTYaIbHOTO TOKEHA. CPEJICTB 3aIIHTHI R wacoB
YcraHOBKa M HAaCTpoOiKa Pazxen 1. Dxcruryaramms
CK3U «KpumrolIpoCSP» aBTOMATH3UPOBAHHBIX (MH(OPMAIIMOHHBIX)
CHCTEM B 3aIIUIIIEHHOM UCTIOJTHCHUH.
Tema 1.3. ObecrnieueHne OecriepeOOHHOM
paboThl aBTOMATU3UPOBAHHBIX
(MH(OPMAITMOHHBIX ) CUCTEM B 3alIUIIIEHHOM
WCTIOJTHEHUH B COOTBETCTBUU C TPEOOBAHUAMU
AKCIUTyaTallMOHHOW TOKYMEHTAaIlUU
3amura OcHuossl kpunrorpaduueckux MeronoB | Cpoictea nadopmanuonnoi | [IM.02 3amura napopmanuu B
HHpOpMaLKH B 3aIUTH HHPOPMALIHH 6e3onacHocty. CBoiicTBa HH)OPMAITHOHHO-TENCKOMMYHUKAIMOHHBIX
I/IH(bOpMaI_II/IOHHO- I/IH(bO Ma I/IOHHOI\/'I CUCTeMax M CCTAX C UCITIOJIB30BAHUCM 6
TEEKOMMYHHKAI] pMart [POrPaMMHBIX M IPOrPaMMHO-aIIapaTHBIX (B Jacos
MOHHBIX GesomacHocTH, TOM YHCJIe, KpUNTOrpapUUeCcKrx) CpeicTB
CUCTEMAX U CETIX o0eclieunBaeMble 3aIHUTHI




Conep:kaHue 0CBOEHHOI0

HaumeHoBaHnue yueOHbBIX 1M CIUIIINH,

KoaunuectB

Buabl Bus1 paor y4eOHOro MaTepuaJa, MERTHCIMITHHAPHBIX KYPCOB, € YKasaHueM | = "
AeATeTbHOCTH He00X0IMMOro 1JIst TeM, 00ecreYuBaIOIIUX BbINOJTHEHHE BUI0B
BBINOJIHEHHs BUJI0B padoT padort (nenea)
c KpUNTOTpapuIeCKUMH M/K.02.02. Kpuntorpadguueckas 3amura
UCHOJIL30BAHNCM METOJIaMH 3aIIUThHI uHpOpMaIH
HPOrpaMMHBIX 1 uH(pOpMAIHH. Pa3nen 2. 3amura uadpopManuu B
HpOrpaMMHO- ABTOMATH3UPOBAHHBIX CHCTEMAX
anmaparHeix (B MPOTPaMMHBIMU CPEJCTBAMU
TOM THCIIC, Tema 2.1. OcyniecTBiieHUE YCTAHOBKU U
Kpunrorpapuyec HAaCTPOWKH OTJEIbHBIX IPOrPAMMHBIX,
KHX) CPEJICTB MpOorpaMMHO-aNNapaTHbIX CPESACTB 3aIUThI
3aLIUThI UH(pOpMALIUH.
CoBpemenHble cTanaapThl mudpoBanus | CTanaapT mWubpoBaHUs IIM.02 3amura undopmanuu B
nannbix DES. CrpykTypa UH(POPMALMOHHO-TEIEKOMMYHUKAITMOHHBIX
CHCTEMax U CETSAX C UCIOJIb30BaHNEM
DES. Anamus DES. IPOrpaMMHBIX U IPOrpaMMHO-aNNapaTHbIX (B
MHOrokpaTHOE IPUMEHEHHE | TOM YHCIIE, KPUITOTPadhHISCKUX ) CPEICTB
DES. be3onacuocts DES. 3aIlUTEI
MJK.02.02. Kpunrorpaduueckas 3amura
nHpopmanuu 6 yacoB
Paznen 2. 3amura unpopmanuu B
ABTOMATH3UPOBAHHBIX CHCTEMAax
IpOTrpaMMHBIMU CPECTBaMHU
Tema 2.2. OOecnieueHue 3aUThl HH(OPMALUU
B aBTOMATH3UPOBAHHBIX CHCTEMAX
OTIEIFHBIMHU TIPOTPAMMHBIMH, TTPOTPAMMHO-
anmnapaTHbIMU CPEACTBAMHU
KpI/mTorpeuquecxne METOIbI yCOBepH_IeHCTBOBaHHHﬁ IIM.02 3amura HH(bOpMaHI/II/I B
obecreueHns 6e30MaCHOCTH CETEBBIX CTaHAApT MK(POBAHUS HH(OPMAIIOHHO-TENEKOMMYHHKALHOHHBIX
. CHCTEMax U CETSAX C MCIOJIb30BaHNEM
TEXHOJIOT NN AES. Crpykrypa AES. MPOrPaMMHBIX U IIPOrPaMMHO-aIIapaTHLIX (B
Pacmmpenue kimoven TOM YHCJI€, KPUNITOTpauIecKuX) CPeCTB g
4acoB

128/192/256. Ananus
oe3omacaoctu AES.

3alIUThI

MJIK.02.02. Kpunrorpadgudeckas 3amura
nHpopMauu

Pa3nen 2. 3amura nHdopmMau B
ABTOMATH3MPOBAHHBIX CHCTEMAX




Conep:kaHue 0CBOEHHOI0

HaumeHoBaHnue yueOHbBIX 1M CIUIIINH,

KoaunuectB

Buabl Bus1 paor y4eOHOro MaTepuaJa, MERTHCIMITHHAPHBIX KYPCOB, € YKasaHueM | = "
AeATeTbHOCTH He00X0IMMOro 1JIst TeM, 00ecreYuBaIOIIUX BbINOJTHEHHE BUI0B
BBINOJIHEHHs BUJI0B padoT padort (nenean)
MPOrpaMMHBIMH CPEJCTBAMHU
Tema 2.3. OcymiecTBieHne TECTUPOBAHUS
(GyHKUIMH OTAEIBHBIX IPOrPAMMHBIX U
MIPOrpaMMHO-aIMAPATHBIX CPEICTB 3aALUTHI
uHbOopMaIU
Kpunrorpadguueckne METObI Poccuiickue cTanaapThl IIM.02 3amura nHpOpMALUH B
obecrieueHns 6e30MaCHOCTH CETEBBIX CUMMETPHYHOTO MH(OPMAIHOHHO-TEICKOMMYHUKAIIHOHHBIX
. CHCTEMax M CETSAX C UCIOJIb30BaHNEM
TexHomornu mnpposanns . CTPKTYP2 | yorpaMMHBIX M IPOTPAMMHO-AITIAPATHBIX (B
I'OCT 28147-89. Pexnmbr TOM YHCJIC, KPUIITOTPAPUIECKHX) CPEACTB
muppoBanusa [[OCT 28147- | 3alUUThI
89, AHau3 Ge30MACHOCTH] MJK.02.02. Kpunrorpadguueckas 3amura
UH(POpPMALUY TPOTPAMMHBIX U POTPaMMHO-
['OCT 28147- 89. TOCT P annapaTHbIX CPECTB 3aIlUTHI
34.12-2015. Pa3znean 2. 3amura nadopmanuu B
aBTOMAaTU3UPOBAHHEIX CHCTEMAX 8 4acos
MPOTPaMMHBIMH CPEJICTBAMHU
Tema 2.4. OcymecTtBienue 06paboTKH,
XpaHEeHHUs U nepeaud HHPOopMaLuu
OTPaHUYEHHOTO AOCTYIa
3amura TeopeTnueckne 0CHOBbI Knaccudukanus IIM.02 3amuTa uHGOpMaLK B
nHOpMAIIH B KOpTIOPATHBHO 3aIIHTHI OT HapyIIuTeNe WH(POPMAIIMOHHO-TEJIEKOMM yHUKAITMOHHBIX
UH(POPMAIIMOHHO- kopnoparuBHoi Ub. CHUCTEMAX U CETAX C UCHOIB30BAHUEM
TelIEKOMM BHYTPCHIHX YTPO3. Oco6eHHOCTH OLIEHKU MIPOrpaMMHBIX ¥ IPOrPaMMHO-aNIMapaTHBIX (B
YHUKAI
HOHHBIX yiepoa. ;;)E/Il I:IJTI/Ene, KpUITOrpapueckux) CpeicTB
CHCTCMaX 1 CeTAX Meenenosartite (ay i) MJIK.02.03. KopniopaTuBHas 3amura ot
¢ OPTaHHU3ALHH C LETBIO0 BHYTPEHHUX YTpo3 HH(POPMAIIHOHHOMN 12 yacoB

HCIIOJIb30BaHUEM
MIPOTPaMMHBIX U
IPOTPaMMHO-
anmnapaTHbIX (B
TOM 4YHCIIE,
KpUnTorpaduuec

3aI0UTEI OT BHYTPECHHUX
yrpo3.

0e30IMacHOCTH

Pa3znean 3. 3amura nadopmaryu B
ABTOMATHU3MPOBAHHBIX CHCTEMaX MPOTPaMMHO-
anmapaTHBIMH CPEJICTBAMHU

Tema 3.1. 3amura nadopmaruu B
ABTOMAaTHU3UPOBAHHBIX CHCTEMaX MPOTPAMMHO-
anmapaTHBIMKM CPEJICTBAMH




Conep:kaHue 0CBOEHHOI0

HaumeHoBaHnue yueOHbBIX 1M CIUIIINH,

B 6 KouunyecTB
UbI Buab paGor yueOHOro MmaTepuaJja, MEKINCHUIIIHHAPHBIX KYPCOB, € YKa3aHHEM 0 1ACOB
AesITeJIbHOCTH Heo0X0AUMOro AJs TeM, o0ecneYHBAKIIUX BbINOJIHEHHE BH/I0B
BbINIOJIHEHHSI BUJIOB PaboT padoTr (neneiy)
KI/IX) CpeJICTB OosoBiaenne OC u HpI/IJ‘IO)KeHI/Iﬁ yepes HOpMaTI/IBHLIe IpaBOBbIC TIM.02 3amura I/IH(bOpMaLII/II/I B
3AILIUTHI WSUS/yum/apt. aKThbl, HOPMaTUBHbIE UH(GOPMaIMOHHO-TEIEKOMM YHUKAITHOHHBIX
OTKat 0GHOBEHHUiH TIpH METOJIMYECKUE IOKYMEHTBI, | CUCTEMax U CETSAX C UCIOJIb30BaHUEM
BO3HHKHOBCHIN OIIHGOK. B COCTaB KOTOPBIX BXOJST MIPOTPaMMHBIX U MPOTPaMMHO-aNapaTHbIX (B
TpeOoBaHUS U TOM YHCJI€, KPUNITOTpahUIecKnx) CpeCTB
PEKOMEHIALINUHU TTO 3aIUTHI
KOPIIOPAaTUBHOM 3aIlUTE MJIK.02.03. KopniopaTuBHas 3aiuTa ot
MH(OPMAIIMY 3aITUTHI OT BHYTPEHHUX yIrpo3 HHPOPMAIIMOHHOM
BHYTPEHHUX YTPO3. 0€30MacCHOCTH 2 yaca
0O0630p IPaKTUKH MPABO Pa3nen 3. 3amura undpopmanuu B
MIPUMEHEHHUSI IPU ABTOMATHU3MPOBAHHBIX CHCTEMaX MPOTrPaMMHO-
pacciieZJoBaHUH anmapaTHBIMH CPEJCTBAMHU
HWHIUJEHTOB, CBSI3aHHBIX C Tema 3.2. OTueTHas TOKyMECHTAIIUS 32
HapYUICHUSIMH PEXKUMA y4eOHYIO PAKTUKY
BHYTPEHHEN
nH(}OpMaLMOHHON
oe3zomacHocTH (Post-DLP).
BCEI'O: | 72w4aca
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3. YCJIOBHUSI OPIAHM3AIIMM M MPOBEJEHUS YUYEBHOU
HHPAKTHUKH

3.1. TpeGoBaHusi K JOKYMEHTALWH, HEOOXOAMMOW ISl TPOBeIEHUS
NPAKTHKH:

- pabouas rmporpamma yuyeOHOM MPaKTUKY;

- XKypHas Mpo(ecCuOHATBLHOTO MOAYJI U BUAOB IPAKTUKU;

— JTHEBHUK YUEOHOM MPAKTUKU;

— OTUY€T M0 Y4eOHOU MPaKTHUKE.

3.2. TpeOoBaHMA K Y4eOHO-METOAUYECKOMY 00eCIIeYeHHIO PAKTUKU:

- KOMILJIEKT Y4eOHO-METOIUYECKON JOKYMEHTAIINH;

- yueOHbIE€ CTEH]Ibl TEXHUUECKUX CPEACTB (PU3MUECKON 3aIUThl 0OBEKTOB
uH(pOpMaTU3aLUY;

— KOMIUJICKT CIICHUAJIBHOTO ITPOIrpaMMHOI0 oOecrieucHus.

3.3. TpeOoBaHNs K MATEePHAJIbHO-TEXHUYECKOMY 00eCIeYeHHUI0:

VYyeOHast mpakTUKa IPOBOAUTCS B JIaOOPATOPUH U pabOYMX MECT J1abopaTopuu
MH(POPMAILIMOHHBIX TEXHOJIOTHM, MTPOrpaMMUPOBaHUs U 0a3 TaHHBIX:

— paboune MecTa Ha Oa3e BBIUMCIMTEIbHOW TEXHUKH, MOJKIIOYEHHBIE K
JIOKaJAbHOM BBIYMCIUTEIBHOM CceTH U UH(GOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHON
cetu MHTepHeT;

— IUCTPUOYTUB yCTaHABIMBAEMOM OMEPALlMOHHON CUCTEMBI;

— BHUpTyaJibHas MamiMHa s paboThl €  ONEPAalMOHHOW  CHUCTEMOMU
(runepBuU30p);

— CVYb/I;

— CASE-cpencTtBa 1715t IpOSKTHPOBAHUS 0a3bl JaHHBIX;

— UHCTPYMEHTaJIbHAs Cpefa NporpaMMHUPOBAHUS;

— NAKCT IMPHUKIIaJHBIX IIPOrpaMM.
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O6opynoBanne mabopaTopuu U pabovYnX MECT JabOpaTOPUU CETEH U CHCTEM
nepeaadn nHGOpMaIiu:

— paboure Mecta Ha 0a3e BBIYMCIUTEIBLHON TEXHHUKH, MOJIKIIOYEHHBIE K
JOKAJIbHOM BBIUMCIUTENPHOW CETH W HMH(POPMAIMOHHO-TEIEKOMMYHUKAITHOHHOM
cetu HTEpHET;

— CTEH/IbI CeTel nepeaadn JaHHBIX;

— CTPYKTypUpOBaHHas KaOeabHasi CUCTEMA,;

— HMYJATOP (3MYJIATOPHI) AKTUBHOTO CETEBOTO 000PYI0BaHUS;

— MPOrpaMMHOE 00ECIIEYEHUE CETEBOTO 00OPYAOBAHMUS.

O6opynoBanue 1abopaToOpuu U pabOUUX MECT Ja0OpPaTOPUU MPOTPAMMHBIX U
IPOrpaMMHO- allapaTHBIX CPEJICTB 3aIIUTHl HH(OPMAITIH:

— paboune mecta Ha 0a3e BBIUMCIUTEIBHOW TEXHHUKH, MOIKIIOYCHHBIE K
JOKQJIbHOM BBIUMCIUTEIBHOW CETH M HMHPOPMALMOHHO-TEIEKOMMYHHUKAIIMOHHOM
cetu MHTepHeT;

— aHTUBHUPYCHBIN IPOTPaMMHBIA KOMILIEKC;

—  MporpaMMHO-almapaTHble  CpPeACTBAa  3alllUThl  MHPOPMAIUU  OT

HCCAHKIMMOHUPOBAHHOTO I0CTYyIIA, 6J'IOKI/IpOBKI/I A0CTYyIla U HAPYIICHUA LEJIOCTHOCTH.

3.4. MudopmanuoHHOe oOecniedeHNe peau3alu NPporpaMmbi:

3.4.1. OCHOBHBIE NTEYATHHIE UCTOUYHUKH:

1. 3aitneB A.I1., MemepsikoB P.B., lllenynanoB A.A. Texuuyeckue cpeacTBa u
METO/IbI 3alUTHl HHOpMaLUK. 7-€ u3., ucnp. 2014,

2. IlenpkoB T.C. OCHOBBI NOCTPOEHUSI TEXHUYECKUX CUCTEM OXPaHBI
nepuMeTpoB. YuyebHoe o cooue. — M. 2015.

3. HoBukoB B.K. OpranuzaioHHoe U IpaBoBoe 00eClieueHne
uHpopmanmoHHou 6e3onacHocT: B 2-x yacTsax. Yacts 1. [IpaBoBoe obecnieuenue
uHpopmanmonHon 6ezonacHo ctu: yued. [locodue. — M.: MUDIT, 2013. — 184 c.

4. HoukoB B.K. OpranuzairioHHO€ U MPaBOBOE 00ECIICUCHHE
nHpopmarmonHon 6e3onacHocTr: B 2-x yactsax. Yacts 2. OpranusanroHHoe
obecrieueHne nHGHOPMAITMOHHON Oe3omacHoCTH: yueb.mocodbue. — M.: MUDT, 2013.
—172¢. 129

5. E.b. benos, B.H. IIpxeropaunackuii Oprann3aliioOHHO-IPaBOBOE
oOecrieueHre uH GOPMAIMOHHON 6€30MacHOCTH: yuel.mocoore Iist CTy/.
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yapexaeHuit cpen. mpod. oopazoBa Hust/. — M.: 3naTensckuii IEHTp «AKageMus,
2017.—-336¢

6. FO.1O. KoBanenko. [IpaBoBoii pexuM JIMIIEH3UPOBAHUS U cepTUDUKAIIUU B
chepe nHpopMaImoHHOM 6e30macHoCTU: YueOHoe rmocooue / — M.: I'opsiuast muHus —
Tenexom, 2012.

7. DNEKTPOHHBIN KOHCIIEKT JeKIUi «HXKEHEpHO-TEXHUUECKAs! 3a1UTa
unpopmarumy. Cocra Burens: U.H. Jlpau, npenogasarens 'BOY CITO PO «PKCW»

8. DneKTpOoHHBINH KOHCTEKT Jiekuuii «Kpunrorpadudeckas 3anmra
unpopmaruny. Coctasu tens: [uraesa C.B., npenogasarens [bOY CIIO PO
«PKCI»

9. UBanoB M.A., UyrynkoB W.B. Kpunrorpaduueckme METOIBI 3alTUTHI

nH(popMaIMu B KOMITh IOTEPHBIX CHCTEMax U CeTsAX. YueOHoe mocodue - Mockaa:
MU®DU, 2012.- 400 c. PekomenmpoBano YMO «SnepHbie ¢u3uka U TEXHOJIOTUU» B
KaueCcTBE y4eOHOro MOoCOOUs ISl CTYJECHTOB BBICIIUX YY€OHBIX 32 BEIACHUH.

3.4.3. J1onOIHUTEIIbHBIC HCTOYHHUKH

1. NudopmanmoHHo-cripaBoyHasi CHUCTEMa MO JOKYMEHTaM B 001acTH
TEXHUYECKOM 3amuThl nHGopMamu www.fstec.ru

2. Nudopmarmonnslii moprai no 6e3onacHoctTd www.SecurityLab.ru.

3. OOpazoBaresibHbIe  MOpPTajbl MO  Pa3JIUYHBIM  HAMPABJICHUSM

obOpasoBanus u Tematuke http://depobr.gov35.ru/

4, Poccuiickuii Onomerpuueckuii mopran www.biometrics.ru

S. Caiit xypHana Mudopmarmonnas 0e3omnacHocTs http://www.itsec.ru

6. Caiit Hayunoii anekTpoHHo# 6nbmuorexkn www.elibrary.ru

7. CnpaBouHo-mipaBoBas cucrema «I'apant» www.garant.ru

8. CrnipaBo4HO-IIpaBOBast cucrema «KoHcynbTanT ITmrocy

www.consultant.ru

Q. ®denepanbHas CiIyk0a MO TEXHUYECKOMY U HKCIOPTHOMY KOHTPOJIIO
(®CTIK Poccun) www.fstec.ru

10. ®epepanbHbIi nopTa «MHpOopMalIMOHHO-KOMMYHUKALIUOHHBIE
TEXHOJIOTHH B 00pa3oBaHUN» Www.ict.edu.ru

11. ®enepanpHbIi opTan «Poccuiickoe oopa3zoBarnre WWw.edu.ru

3.5. TpeO6oBaHusI K PYKOBOAUTEJSIM MPAKTHKH OT 00pPa30BaTeJbHOIO

yUpesKIeHUA:
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http://www.edu.ru/

TpeGoBanusa Kk  KBaJMPUKANMM  NEJATOTHYECKHX  (MHIKEHEPHO-
neJaroru4YecKux) KaJpoB, odecneynBalOLIUX o0yueHnue mno
MEKIMCUHMININHAPHOMY KYpCy:

. HaJu4yue BBICIIETO IPO(hECCUOHATIBHOTO oOpa3oBaHus,
COOTBETCTBYIOLIETO0 NpopmiIo MOAyds «3amura HHQOpPMALMM TEXHUYECKUMHU
CpeICTBaMU» WJIM MIEPBOM U BbICIIEH KBAJIM(UKALIMOHHONW KaTETOPUU IIPEToAaBaTeNs
CHEUHUAIBHBIX JUCLUILINH.

TpedoBanus K KBaJH(pUKALUA neJaroru4ecKux KaJpoB,
OCYLIECTBJIAIOUIMX PYKOBOJACTBO IPAKTHKOM

HNHxeHepHO-IIe1arori4ecKMi COCTaB:

= JTUTIIIOMUPOBAaHHbIE CIICLIUAIIACTHI — [IpernoaaBaTeiv
MEXIUCIUIUIMHAPHBIX KYpCOB, a TakXke o0menpodecCuOHaNbHbIX  JIUCIMILIMH:
«TexHuueckue cpeacTsa uHpopMatuzauum», « Teopuss HHPOPMAIIMOHHBIX CUCTEMY,
«OcHOBbl  MH(popmanMoHHOW  Oe3omacHocTH», «Teopus  uHbopMauuu U

KOJAUPOBAHUS.
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4. KOHTPOJIb Y OLIEHKA PE3YJIbTATOB YYEBHOM ITPAKTUKHA

l. JIlHEBHHK IO MpPAaKTUKE, B KOTOPOM YKa3aHbl: JIMCT HHCTPYKTAXEH,
XapaKTepucTuKa 0a3bl MPAKTUKUA U pabOYero MecTa, MHIUBUYyAIbHBIN MJIaH paOOThI
CTYZICHTA B TEUCHHE KAXKIOW HEAeNn Yy4eOHON MPaKTUKH, TUCT CaMOaHaIn3a.

2. Otuér o mpaKkTHKe, B KOTOPOM YyKa3aHbl BHUJbI PAaOOT MO H3YyYEHHBIM
pazznenaM npodecCHOHANBHOTO MOAYJIS C YKa3aHHEM CaMOOIICHKHM OCBOEHHBIX
npo(ecCHOHANBHBIX M OOIIMX KOMIIETCHIIMM W 3aKII0OYCHHUEM PYKOBOJIUTENS
y4eOHO! MPaKTUKHU O MATHOAIBHOM cucTeMe.

[lo uroram y4yeOHOW MPAKTUKHA MPOBOJATCS 3alUTa OTYETOB IO IMPAKTHKE,
NPETYCMOTPEHA 3a CYET YacOB OTBEACHHBIX HA MPaKTUKY. OTUETHI MO MpPaKTUKE U
JTHEBHUKHU CAAIOTCSI pyKOBOJUTEINIO YU€OHOM MPAKTUKU OT KOJUIE KA.

JInst ouleHKU c()OPMUPOBAHHOCTH MPOGHECCUOHAIBHBIX U OOLIUX KOMITETCHIIUI
[0 UTOraM Y4YeOHOH NMPaKTUKU OPOPMIISIFOTCS ATTECTAMOHHBIE JIUCTHI U UTOTOBas
OLICHOYHAas BEIOMOCTb.

BrinonHenHas nporpaMma yueOHOM MPAKTUKH, CAAHHBIE JTHEBHUKU M OTYETHI,
aTTECTAlMOHHBIE JINCTBI W OLICHOYHBIE BEJIOMOCTH SBJISIOTCS OCHOBAaHHUEM
ycnenHoro ocsoenus B/l Dkcrutyaraius aBTOMaTU3UPOBAHHBIX (MH(DOPMAIIMOHHBIX )
CUCTEM B 3ALIUILIEHHOM HCIIOJHEHUH, OTBEYAIOIINX 3a MPEIOCTABICHUE CTYACHTA K

9K3aMCHY 110 MOAYJIIO.
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